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Cooperative UAV swarms for zero
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The high-level integration of generative artificial intelligence (Al) in edge computing systems has
raised the question of the integrity and reliability of deploying Model-as-a-Service. Edge servers

are not required to follow the so-called generative model to minimize computational cost, whereas
users and service providers want validation mechanisms that do not compromise proprietary model
information. To address this challenge, this study proposes a cooperative unmanned aerial vehicle
(UAV)-swarm-enabled zero-knowledge verification framework for secure, privacy-preserving
verification of edge-based generative artificial intelligence inference. The proposed framework involves
edge servers producing an interactive cryptographic zero-knowledge proof to verify the execution of
generative Al, and UAV swarms that fly freely to confirm verification operations, subject to mobility
and energy constraints. The age of verification metric is proposed to trust verification information,
jointly reflecting the unverified server reliability and verification freshness, and to provide dynamic
priority to risky edge servers. To effectively plan the behaviour of a UAV swarm, a trust-based multi-
agent reinforcement learning approach is developed that enables decentralized decision-making while
training is centralized. Extensive simulation results show that the proposed framework significantly
improves the state-of-the-art baseline schemes in verification timeliness, malicious server detection
delay, energy efficiency, and scalability. The findings validate that integrating cooperative UAV
swarms, trust-aware verification, and multi-agent learning is an efficient approach to providing reliable
generative Al services in dynamic edge computing environments.

Keywords Generative artificial intelligence, Zero-knowledge proofs, Cooperative UAV swarms, Trust-aware
verification, Multiagent reinforcement learning, Edge computing, Model-as-a-service

Generative artificial intelligence (AI) is a fundamentally enabling technology within an expanding ecosystem
of smart applications, including smart transportation, smart urban sensing, smart surveillance, and intelligent,
real-time, edge-based decision-makingl!™. As state-of-the-art generative Al models have proliferated in
recent years, advanced Model-as-a-Service (MaaS) models are now deployed on edge servers to provide low-
latency inference for resource-constrained end users®’. Although this means of deployment makes a system
more responsive and susceptible to scale, because of this deployment model, a basic issue of trust is presented,
as far as users and third-party confirmers must be in a position to ensure that an edge server is faithfully
implementing an asserted generative AI model, without stating proprietary model parameters or the internal
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computation details**. Unmanned aerial vehicles (UAVs) have such an advantageous role in this issue because
of their mobility, flexible deployment, and opportunity to cover the dynamic environments on demand. UAVs
respond by pushing the edge servers in geographically dispersed, fast-changing environments, unlike fixed
infrastructure!®. Besides, UAVSs offer line-of-sight communication, low latency, and groundbreaking scalability,
which makes them suitable to aid verification assignments within edge AI systems, in which reliability and
responsiveness play a key role.

The concept of zero-knowledge proofs (ZKPs) has become one of the strongest cryptographic means of
proving the correctness of computation without any disclosure of sensitive internal data, and thus they are
useful in privacy-preserving validation of edge-deployed Al inference!'"!2. In this regard, ZKPs allow an edge
server to cryptographically prove that a generative Al inference has been successfully run without revealing any
proprietary model parameters or intermediate calculations!*!*. Nevertheless, and in spite of these high-security
assurances, ZKP-based verification cannot be applied or utilized in real edge conditions because of limited
computing resources, energy availability, and due to a changing communication environment.

Although the problem of UAV-assisted verification of edge Al services has recently been investigated, several
important limitations remain. Currently, most solutions assume UAV operations on an individual basis and
ignore the opportunities of coordinated swarm behavior!®. Such a lack of cooperation may lead to unnecessary
verification activities, unnecessary energy use, and delayed verification'®!”. Second, current verification
scheduling schemes are primarily motivated by freshness-based measures and do not leverage the non-
uniform reliability of edge servers. In realistic Maa$S environments, edge servers can experience varying levels
of reliability due to model updates, partial attacks, or adversarial behavior; therefore, trust-aware verification
models are implemented!®!®. Third, the joint dynamics of UAV motion, energy constraints, and monitoring
schedules render solutions based on conventional optimal control methods insufficient, underscoring the need
for intelligent, responsive control systems®’.

Multi-agent reinforcement learning (MARL) is a promising approach to distributed decision-making in
complex, dynamic systems?!?2. MARL enables UAV swarms to optimize verification timeliness, energy efficiency,
and coverage by having agents learn cooperative policies through interaction with the environment2*. Also,
by incorporating trust awareness into the learning framework, UAVs can prioritize verification tasks not only
based on time freshness but also on the evolving credibility of edge servers, resulting in better, more reliable Al
service provisioning.

Based on these findings, this study proposes a joint UAV swarm-based zero-knowledge check system of
edge-deployed Al services, where edge servers produce noninteractive zero-knowledge proofs to define a correct
Al inference, and multiple UAVs are used as mobile validators that organize the verification in the presence of
mobility and energy limitations. It proposes a trust-conscious Age of Verification measurement to simultaneously
model verification freshness and server reliability, and presents a trust-conscious multi-agent reinforcement
learning policy to assist in scalable, efficient coordination of UAVs. This combined design fills a critical gap in
the existing literature, where ZKP-based Al verification is most commonly restricted to centralized systems,
UAV-aided verification is more likely to be uncoordinated and lack trust, and MARL-based UAV approaches
are usually concerned with communication or task allocation, but not security or verification stability. The
proposed solution can minimize unnecessary verification and coordination of cooperative UAVs, as well as
trust-based learning into a single model by utilizing privacy-safe verification, critical node server prioritization,
and enhancing the trustworthiness of models in dynamic edge settings.

The key contributions to the current study are as follows:

o This study proposes a collaborative UAV swarm-based zero-knowledge verification system for edge-deployed
generative Al services, enabling privacy-preserving verification of such models without disclosing proprie-
tary model parameters.

o This work presents a trust-sensitive Age of Verification (TA-AoV) metric that quantifies verification freshness
and the degree of trustworthiness change in edge servers, enabling the system to dynamically prioritize high-
risk, unreliable edge servers.

o To overcome these joint problems of UAV mobility, energy, and dynamic verification requirements, this study
establishes a trust-based multi-agent reinforcement learning model in centralized training and decentralized
implementation to achieve efficient UAV swarm coordination.

o This study develops a unified system model that concurrently addresses zero-knowledge proof verification,
UAV mobility, energy usage, and trust development to create a scalable, practical edge Al verification model.

o A detailed simulation shows that the proposed framework achieves significant improvements in trust-aware
verification timeliness, malicious server detection delay, energy efficiency, and scalability compared with
state-of-the-art baseline schemes.

The rest of this paper is organized as follows. Section "Related work" discusses sorts of related literature regarding
zero-knowledge verification of artificial intelligences, UAV-based edge intelligence, and multi-agent learning
of the collaboration between UAVs. Section "System model and problem formulation” illustrates the problem
formulation and system model. Section "Zero knowledge verification framework for edge generative AI" describes
the suggested framework of zero-knowledge verification and trust-aware verification utility. Section "Trust
aware multiagent learning for cooperative UAV swarms" explains the network based multiagent learning model
in swarm control of UAVs. Section "Performance evaluation and simulation results" assesses the performance of
the suggested framework using simulations, and Sect. "Conclusion” provides a conclusion of the paper.
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Related work

It has become common in recent years to ensure the integrity of artificial intelligence inference within the
Model-as-a-Service paradigm. Zero-knowledge proofs were explored in early studies as a general-purpose
cryptographic protocol for verifiably computing, allowing a prover to demonstrate that a computation was
performed without disclosing any sensitive data>>*°. These foundational works laid the theoretical groundwork
for noninteractive verification systems, including zk-SNARKs and zk-STARKSs, which later enabled real-world
applications of zero-knowledge verification.

Building on these, later studies have considered how zero-knowledge proofs can be used in machine learning
inference, specifically, how neural network execution can be verified in a privacy-preserving fashion?”2.
Specifically, it used arithmetic circuit representations and Rank-1 Constraint System to confirm the accuracy
of convolutional and fully connected neural networks. However, as explained in Refs®. and*, such strategies
are generally very expensive in terms of computing and only suited to centralized or cloud-based contexts.
Furthermore, most of the literature focuses on isolated inference and does not account for the distributed, time-
dependent, and resource-limited characteristics of edge-deployed generative Al services®"*2. Simultaneously,
UAVs have been extensively explored as mobile edge nodes and communication relays due to their flexibility
and rapid deployability. In Refs*. and®*, UAV-assisted edge computing architectures were developed to enable
task offloading, information gathering, and low-latency service delivery under fluctuating conditions. Similarly,
UAV mobility has been exploited to increase the coverage and resilience of emergency communications and to
support use in smart cities®. In addition, UAVs have been used as mobile monitors/auditors to enhance security
and trust in distributed systems, such as for infrastructure inspection and anomaly detection’®.

More recent works have investigated UAV-assisted verification and security, in which UAV's serve as mobile
sensors to detect malicious activity within edge networks®’. However, as noted in Ref*%., most existing UAV-
assisted verification systems assume that UAV's operate independently, with each UAV making uncoordinated
local decisions. The common effect of this assumption is that verification actions are often superfluous, energy
use is inefficient, and verification latency is high, especially in large-scale networks with many edge servers.
Timeliness in verification has also been identified as an important performance measure in a dynamic edge
environment. Based on the Age of Information concept, freshness-sensitive measures were proposed to assess
the staleness of verification or trust information®*>°. However, these measures primarily focus on time freshness
and disregard the heterogeneous credibility of service providers. As highlighted in Ref*!., edge servers can
exhibit varying reliability during model updates, partial compromise, or adversarial manipulation, which makes
it difficult to simply verify them using time-based approaches for risky decisions.

Multi-agent reinforcement learning has been widely studied to address decision-making challenges in
such dynamic and distributed systems. MARL frameworks were used in Refs*2. and*® to plan trajectories for
cooperative UAV networks and to allocate tasks and resources. The use of actor-critic-based algorithms was
also explored to address the continuous state and action spaces characteristic of UAV systems**5. Moreover,
the decentralized implementation of training, previously centralized, has proven effective for the scalable
coordination of various agents?®*”. However, most available MARL-compliant UAV studies are designed with
either communication efficiency or task completion as their primary goals and do not specify security-related
goals, such as verification timeliness or trust enforcement.

The secure data management and communications support in distributed systems, especially in IoT- and
cloud-oriented infrastructures, has also been explored in recent studies. An example is sensor data management
systems enhanced with blockchains to improve the integrity, traceability, and reliability of engineering monitoring
data deployed in a distributed IoT setup®®. It has also established secure cloud networking that enhances data
protection and improves the deployment efficiency of industry-specific cloud platforms’. Moreover, the need to
manage cellular network interference efficiently further underscores the importance of communication reliability
and efficiency in coordinating large-scale distributed systems?>~>°!. Though these studies do not directly address
privacy-preserving edge Al service verification, they offer complementary perspectives on secure and efficient
system design and provide additional incentives to propose combined frameworks, such as the one developed
in the current study.

The current literature offers significant improvements over zero-knowledge verification, UAV-aided edge
system, and multi-agent reinforcement learning, although those streams are mostly studied independently:
ZKP schemes emphasize centralized verification with no mobility or resource limitations, UAV-based solutions
address communication and task allocation but do not propose cryptographic validation, and MARL systems
focus on coordination without the explicit incorporation of trust or security goals. This means that the joint
provision of privacy-preserving verification, trust dynamics, cooperative UAV coordination, and energy-efficient
operation in realistic edge Maa$ settings is under-explored. To overcome this gap, the paper will merge zero-
knowledge verification, cooperative UAV swarms, a trust-based verification metric, and multi-agent learning
into a unified architecture of secure, scalable, and efficient edge Al verification.

System model and problem formulation
This section presents the system architecture, threat and trust models, the zero-knowledge verification process,
and develops the cooperative UAV swarm verification problem.

System architecture

We assume a UAV-based edge intelligent network comprising four main elements: a cloud server, a group of edge
servers, a cooperative swarm of UAV's, and end users, as shown in Fig. 1. Let & = {1, 2,. .., E'} be the collection
of edge servers, and each edge server has a generative AI model and gives inference services according to the
Model-as-a-Service paradigm. The cloud server serves as the global coordinator, handling system initialization,
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Fig. 1. Proposed system architecture of the DCI framework illustrating cloud, edge, and vehicular interactions.

policy changes, and long-term data storage, but it is not involved in real-time verification processes. In order to
make verifications mobile and on demand, a swarm of UAVs, denoted by % = {1, 2, ..., U}, is sent throughout
the service area. Every UAV provides communication, computation, and mobility capabilities, allowing it to move
dynamically around the server’s perimeter, gather evidence related to proofs, and perform local authentication
of zero-knowledge proofs. The system is discrete-time, meaning time is divided into discrete slots indexed by
t = 1,2,.... The authenticated encryption mechanisms are assumed to provide message confidentiality as well
as integrity so that all communications between UAVs, edge servers, and the cloud infrastructure are guaranteed.
In particular, digital signatures are used to authenticate the source of messages, preventing spoofing and
impersonation attacks, while encryption protects against eavesdropping and message tampering. These prevent
adversaries of these measures being able to alter or replay proof transmissions and verification results.

Threat and trust model

We assume a heterogeneous adversarial model in this piece of work that represents realistic UAV-assisted edge
settings. Edge servers have mostly been modeled as semi-honest adversaries, i.e. they can corrupt the desired
generative Al model whilst adhering to the validation checks, so as not to be detected.

UAVs are presumed to be trusted-but-vulnerable, i.e. the assumption that they will perform the verification
tasks correctly, but be compromised or spoofed, or manipulated by adversaries, in real-world scenarios. Our
one-way adversarial framework does not presume explicit collusion among UAV’s, but, as an extension, we treat
opposing adversarial behavior, such as collusion, as a threat and discuss it. It is assumed that the communication
infrastructure operates over authenticated and encrypted channels, under standard cryptographic assumptions,
ensuring message integrity and confidentiality. The cloud server is considered a trusted coordinator responsible
for system startup and long-term state management. It is assumed that edge servers are semi-honest, meaning
they can violate the stated generative AI model by providing a compressed or altered model, but also adhere to
the verification protocol to avoid detection. By contrast, the UAVs and the cloud server are assumed to be trusted
parties. Each edge server ¢ € & is associated with a time-varying trust score, as defined in Eq. (1).

7i(t) € [0,1]. (1)
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The trust score advocates the previous credibility of an edge server, with the highest value signifying a more
dependable server and the lowest a less dependable one. It is dynamic, meaning it is updated after a check is
performed; a successful verification increases trust, whilst a verification failure decreases it.

Although the existing model presumes that UAV's are completely trusted forces that are tractable, this may
not be the case in an adversarial setting. Also, in real-world applications, UAVs can be compromised, spoofed,
or colluded with. It is a crucial direction for future work to extend the framework to include adversarial UAV
models or the behavior of Byzantine and distributed trust-validation mechanisms. Likewise, the semi-honest
assumption about edge servers makes analysis easier, though it can be generalized to completely malicious
adversaries that can deviate from protocol execution. These implications point to potential areas of improvement
that could make the proposed framework more robust.

Within real-world applications, some of the threats that UAV-assisted systems might encounter include
broken communication connections, the breakdown of UAV hardware, and environmental interference.
Although the elements mentioned are only abstracted in the existing model, the proposed framework can be
further expanded to include the fault tolerance measures, adaptive communication protocols, and redundancy
schemes to guarantee the sustainable functioning at the conditions of the real world. To be consistent, we define
two types of behavior: semi-honest and malicious. Semi-honest edge servers are honest to the protocol but might
seek to optimize computation, meaning malicious edge servers can deliberately not adhere to the claimed model
or produce invalid outputs.

Within the existing model, it is the assumptions about the model parameters that give rise to proofs, but
a version-binding or explicit model commitment mechanism is not enforced. Realistically, this can be done
through cryptographic commitments or hash-based model identifiers to tie knowledge of the model to a
particular model version. Such mechanisms would also enhance the integrity guarantees and are a significant
step towards future work.

Zero-knowledge verification process

When a UAV u is assigned to check an edge server i at a particular time slot #, the process is as follows. The edge
server will first perform generative Al inference and create a zero-knowledge proof that the model execution is
correct. This evidence is then sent to the specified UAV, which validates it locally without access to the underlying
model parameters or internal calculations. Lastly, the verification result is sent to the cloud server and used to
update the trust state of the relevant edge server. To formally model the verification decision, a binary decision
variable is defined in Eq. (2).

_ 1, if UAV u verifies edge server i at time t,
u,i(t) { 0, otherwise, )

where these variable indicates whether UAV u is assigned to verify edge server i at time slot . To ensure feasible
and non-redundant verification assignments, scheduling constraints are imposed as specified in Egs. (3) and (4).

Y zait) <1, Vuew, 3)
1€EE
Yzt <1, Vied. @)
uewU

These constraints ensure that each UAV can check at most one edge server per time slot and that each edge server
can be checked by at most one UAV per time slot, preventing redundant verification and efficient use of UAVs.

Trust-aware age of verification
To jointly capture verification freshness and server trustworthiness, the Trust-Aware Age of Verification (TA-
AoV) for edge server i at time slot ¢ is defined as shown in Eq. (5).

Ait) = a-ai(t)+ 8- (1 —7(t)), (5)

where a;(t) denotes the conventional age of verification, defined as the number of time slots elapsed since the
most recent successful verification of edge server i, and 7;(t) represents the trust score associated with that
server. The weighting coefficients o and f3 satisfy o + 8 = 1 and control the relative importance of verification
freshness and trustworthiness. With this formulation, the TA-AoV increases when verification becomes stale or
when an edge server’s trust level decreases, thereby enabling risk-aware prioritization of verification tasks. The
temporal evolution of the age of verification is governed by the update rule specified in Eq. (6).

. _ ) oat),  if 30, wu(t) =1,
ai(t+1) = { ai(t) + 1, otherWGiSe. ©

The update rule is only acted upon when a successful verification is made, i.e. when the verification result is
correct. Particularly, when at least one UAV manages to check edge server i during time slot ¢ (r;(t) = 1), the
verification age reduces by a factor §. Otherwise, the age increases linearly. This makes the Age of Verification
consistent with the time since the last successful verification, avoiding excessive temporal concordance with its
definition or overestimating the freshness of verification.
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In order to be robust to the trust model, one should take into consideration the main attacks to manipulate
the trust model, which encompass Sybil attacks, collusion, and abuse of rewards. In the formulation used today,
the trust scores are updated based on verifiable results from the zero-knowledge proof validation and are thus
subject to arbitrary manipulation within a limit. Nevertheless, in more antagonistic environments, additional
protection schemes may be necessary, such as secure aggregation, identity checks, and reputation filtering
mechanisms to guard against malevolent participants aiming to man-in-the-middle to increase or decrease trust
ratings. The extensions represent a significant future direction for the work.

UAV mobility and energy model
Each UAV u is characterized by a two-dimensional position vector p,, (¢) at time slot ¢. The mobility of each UAV
between consecutive time slots is constrained by a maximum velocity, as specified in Eq. (7).

[P (t+1) = Py (DI < vmax, )

where these constraint ensures physically feasible UAV motion by limiting the distance traveled within a single
time slot. The total energy consumption of UAV u at time slot ¢ is modeled as the sum of flight, communication,
and computation energy components, as defined in Eq. (8).

Eu(t) = B (8) + B (t) + B (1), (8)

where EY (t) represents the energy consumed for UAV propulsion and movement, ES°™™ (t) denotes the
energy required for wireless communication, and E;*" (t) corresponds to the computational energy expended
in verifying zero-knowledge proofs. To ensure sustainable UAV operation, each UAV is subject to a long-term
average energy constraint, as expressed in Eq. (9).

T
lim sup % Z E.(t) < B 9)
t=1

T— o0

This constraint ensures that each UAV’s long-term average energy consumption does not exceed its available
energy budget, thereby preventing premature energy depletion and enabling persistent verification operations.

Problem formulation

This work aims to develop a policy that will verify the presence of cooperation of UAV swarm such that the long-
term average Trust-Aware Age of Verification (TA-AoV) at all work edge servers is minimized, with the policy
implementing scheduling and mobility decisions as well as meeting the scheduling, mobility, and long-term
energy constraints.

T
1
min lim sup — At 10
{20, (1), Dy (D)} T%OPTZZ ®) 10
t=1 i€&
Zm“’i(t) <1, Yue,t, (11)
€&
Y mat) <1, Viest, (12)
ueU
[Pu(t+1) =P, (D] < Vmax, Yue€%,t, (13)
) T
lim sup — ZE“(t) < ES™ Yuew. (14)
T— o0 T =1

The objective function in Eq. (10) minimizes the long-term average TA-AoV across all edge servers, taking into
account verification freshness and server reliability. The time constraints in both Eq. (11) and Eq. (12) are to
make sure that each UAV can verify no more than one edge server during a time slot, and edge servers can be
verified no more than once by a UAV in order to avoid sharing the same Verification assignment. The principal
mobility constraint in Eq. (13) restricts the movement of every UAV between successive time intervals, which
provides physically realistic UAV movement. Lastly, the long-term energy constraint in Eq. (14) ensures that
each UAV’s average energy use is below its energy budget, thereby ensuring long-term operation is sustainable.
The trust evolution process is stochastic; it is time-coupled, and UAV decision variables are strongly coupled,
which makes the optimization problem non-convex and NP-hard. Therefore, a solution based on multi-agent
reinforcement learning is adopted.

To guarantee reproducible and clear results, the general framework is based on a four-step sequential
pipeline: (i) system initialization: in this stage, trust scores, UAV states, and model parameters are initialized;
(ii) verification scheduling: at this stage, UAVs choose target edge servers with the help of local observations
and learned policies; (iii) zero-knowledge proofs generation and verification, where edge servers make proofs
and UAVs verifies them but data regarding them is not accessed by internals of the model; and (iv) trust
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and state update, where the result of verification changes the trust and informs future decision-making. All
simulations were carried out in a discrete-time setup, with fixed time slots, often similar to real-world settings,
and the MARL architecture was trained under a centralized training and decentralized execution paradigm.
Hyperparameters such as learning rates, discount factors, and network architectures are clearly stated in Section
6 to enable reproducibility.

It is notable that the existing formulation of the optimization problem can represent a variety of real-world
constraints, which are not detailed: communication bandwidth, wireless interference, and hard (latency)
constraints. This would involve more modeling of channel dynamics, network congestion, and stochastic traffic
patterns, while accounting for such Quality-of-Service (QoS) restrictions. Moreover, the adversarial attack
dynamics are not explicitly represented as stochastic processes using the existing framework. Rather, their
implications are inferred indirectly through trust score development. A direction of interest in the future is to
extend the formulation to a probabilistic attack model and communication-aware constraints.

Zero knowledge verification framework for edge generative Al

In this section, we introduce our proposed zero-knowledge verification system for generative AI models, which
operates on an edge device and enables cooperative take-off UAV swarms to perform secure, privacy-sensitive
verification without knowing the model parameters.

Zero-knowledge verification overview

Zero-knowledge proofs allow a prover to prove that some computation is correct, even though they do not reveal any
facts about the computation. The system under consideration has UAVs and an edge server, with the UAVs as verifiers
and the edge server as a prover. The main aim is to ensure that the edge server faithfully executes the generative
Al claims. The zero-knowledge verification is implemented in three consecutive steps. During the setup stage, the
cloud server can generate system-wide public parameters and disseminate them to participating entities. During
proof generation, the edge server issues a cryptographic attestation that the inference produced by the generative Al
was accurate. During the verification stage, the appointed UAV authenticates the received evidence and submits the
confirmation to the cloud server. The verification protocol is noninteractive and significantly reduces communication
overhead, making it highly applicable to UAV-assisted verification in a dynamic edge computing environment.

The zero-knowledge verification scheme guarantees three important security properties when the adversary
exists. First, completeness ensures that honest edge servers receive correct proofs that are accepted by UAV
verifiers. Second, soundness guarantees that malicious edge servers do not produce valid proofs of erroneous
computations, despite their attempts to manipulate model outputs. Third, zero-knowledge ensures that the
knowledge regarding the proprietary model parameters, intermediate activations, or internal computations
is not divulged during verification. With these properties, adversarial UAVs or external observers have no
opportunity to detect sensitive model information during verification, and the strong secrecy and integrity of
generative Al services are guaranteed.

Generative Al inference modeling
We consider a generative AI model deployed at edge server i, which is represented as a composition of L
successive layers, as defined in Eq. (15).

y=f0W) = frofr10--0 fi(x), (15)

where in this formulation, x and y denote the input and output of the generative AI model, respectively, while
W represents the set of model parameters. To enable zero-knowledge verification of the inference process, the
overall computation is transformed into a polynomial constraint system. Specifically, each layer operation is
encoded as a set of arithmetic constraints over a finite field I, thereby facilitating the construction of a Rank-1
Constraint System (R1CS) suitable for zero-knowledge proof generation.

Constraint construction for generative Al operations

Linear transformation constraints

For linear layers, including fully connected and convolutional layers, the computation performed at layer [ is
modeled as defined in Eq. (16).

70— WwHRE=D + b(l), (16)

where in this expression, h/~1) denotes the input activation vector to layer I, while z(") represents the
corresponding output activation vector. The parameters W) and b(") denote the weight matrix and bias
vector associated with the layer, respectively. This linear transformation is encoded as a set of linear polynomial
constraints, which are directly compatible with the Rank-1 Constraint System (R1CS) formulation employed for
zero-knowledge proof construction.

Nonlinear activation constraints

To represent nonlinear activation functions, including the rectified linear unit (ReLU), in a representation that
is amenable to zero-knowledge verification, the behaviour of neuron-wise activation is represented as algebraic
constraints, which may be integrated into a polynomial constraint system.

K" = max (0, zﬁ.”) : (17)
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(OO RN )
hj =o0;" 2", (18)

o;l) . (o;-l) - 1) =0. (19)

The nonlinear activation in Eq. (17) defines the standard ReLU operation, where z](-l) and hy) denote the pre-

activation and post-activation values of neuron j at layer I, respectively. To enable compatibility with zero-
knowledge proof systems, the activation is reformulated using the auxiliary binary variable o§-l> € {0,1}, as

shown in Eq. (18). The polynomial constraint in Eq. (19) enforces the binary nature of og-l) , ensuring that the

output activation equals the input when the neuron is active and is zero otherwise. Together, these constraints
provide an exact algebraic representation of the ReLU function while preserving model parameter privacy and
maintaining compatibility with Rank-1 Constraint System formulations.

Normalization constraints

For normalization layers, including batch normalization and layer normalization, the computation performed at
layer I is modeled as defined in Eq. (20).

0 g~

S E 20

h] ’YJ \/0'27-1-6 + ﬁja ( )

(
J

respectively. The parameters v; and (; represent learnable scaling and shifting coefficients, while 1 and o2
denote the mean and variance used for normalization, and € is a small constant introduced to ensure numerical
stability. In order to perform zero-knowledge verification, a mapping of all the floating-point numbers into the
normalization, as well as the fixed-point numbers, is carried out, keeping in mind that it needs to be adapted to
the finite-field arithmetic to make it easier to generate zero-knowledge proofs that are secure and efficient. The
construction, generation, and verification of the constraints are detailed procedures presented in Algorithm 1.

where, z{" and h;” denote the pre-normalization and post-normalization activations of neuron j at layer /,

Require: Generative Al model f(-) with L layers; model parameters W; inference input x; fixed-point scale S; finite field F;

public parameters (PK, VK)

Ensure: Proof m; at edge server; verification result r € {0, 1} at UAV

A

11:

12:
13:
14:
15:

Phase A: Constraint System Construction (Cloud or Offline Preprocessing)
Model parsing: Decompose inference asy = f(x; W) = fro-- o fi(x)
Fixed-point encoding: Define Enc(v) = |v-S] and Dec(z) = z/S
Initialize R1CS: Create empty constraint set ¢’
for/=1toLdo
Linear layers: Encode linear/conv operations
2 = WORI=1) L pD)
as linear/arithmetic constraints over ¥
Activation (ReLU): For each neuron j, introduce 05-[) € {0,1} and add constraints

=2, o (o0 1) =0
Normalization (BN/LN): Encode normalization parameters (7, 8) and fixed-point approximations

of division/square-root using polynomial constraints; add parameter-consistency constraints
end for

: Finalize circuit: Output constraint system % and public input format %y, (e.g., commitments to x and y)

Phase B: Setup (Cloud Server)

Run trusted (or universal) setup: (PK, VK) + Setup(%)

Distribute PK to edge servers and VK to UAVs

Phase C: Proof Generation (Edge Server i)

Inference execution: Compute output y = f(x; W)

Witness construction: Encode intermediate activations and parameters in fixed-point to form witness w satisfying ¢
Proof generation: 7; < Prove (PK, Zup, W)

Send (Zpup, ;) to the verifying UAV

Phase D: Proof Verification (UAV u)

: Compute r < Verify (VK, Foubs n,-)

return r = 1 if valid, else r =0

Algorithm 1. Zero-knowledge proof construction and verification for edge generative Al inference.
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Zero-knowledge proof generation
Given the polynomial constraint system constructed from the generative Al inference process, the edge server
produces a zero-knowledge proof that attests to the correctness of the computation at time slot ¢. The proof
generation step is defined as in Eq. (21).

7 (t) = Prove (PK, x,y, W), (21)

where PK denotes the public parameters generated during the setup phase, x and y are the public input and
output of the inference task, respectively, and W represents the model parameters. More precisely, the proving
procedure takes as input the public parameters PK, the public I/O pair (x,y), and a private witness w that
includes fixed-point encoded intermediate activations and model parameters. It then produces a concise
witness 7; (¢) that satisfies the cryptographic properties of completeness, soundness, and zero-knowledge. More
specifically, valid computations have verifiable proofs, invalid computations never have accepted proofs other
than with negligible probability, and information about the privacy of the witness or the intermediate states is
never exposed during verification. This expression ensures that Eq. (21) actually describes a real cryptographic
verification scheme rather than a mere abstraction.

The zero-knowledge verification system in this work is implemented with a zk-SNARK-based proving
system, due to its succinct proof sizes and efficient verification functionality, the latter of which is appropriate to
resource-constrained UAV-aided settings. The compilation of the generative Al inference process is expressed
as a Rank-1 Constraint System (R1CS) over a finite field F; fixed-point encoding is used to represent neural
network computations in field arithmetic. In this construction, the number of neural network operations adds
to the number of constraints in the initial setup, and the complexity of the proof is also determined by the size
of the resulting circuit. Let |C| represent the number of constraints caused by the model architecture. The cost
of generating proofs is thus about &(|C|), and the cost of verification is ¢'(1) with respect to circuit size in the
assumed zk-SNARK setting. This asymmetry is why the framework is appealing for UAV-based validation: the
computational load shifts to the edge server, while the verifier side remains lightweight.

The number of constraints is directly related to depth and form of the underlying generative model. In a model
with L layers and N neurons, the circuit size increases about &'(L - N) due to the joint contribution of linear
operations, nonlinear activations, as well as the normalization layers. Consequently, the overriding computational
cost is proof generation, which can cause non-negligible latency at the edge server, particularly with more
involved or complex models. In comparison, proof verification is efficient and viable for the implementation
of UAVs. It should be noted that prover-side and verifier-side costs are critical to determining the feasibility of
deployment. Specifically, the latency measurements in Section 6 are only proof-verification latency and do not
reflect the full proof-generation latency, which is usually much larger and contingent on hardware capability and
circuit complexity. This difference is crucial to a realistic interpretation of the framework’s performance.

Other than computational latency, the communication cost of proof transmission is comparatively low since
zk-SNARK proofs are constant in size, hence able to use bandwidth-limited UAV communication channels.
However, the practical feasibility of the proposed framework will hinge on the trade-off between security
assurances, the overhead of generating proofs, communication efficiency, and end-to-end system delay. These
points suggest that the proposed strategy can be scaled as a verifier, but its practicality in the edge environment
depends primarily on the computational power of the proving edge server.

UAV-assisted cooperative verification

Within the given framework, the UAVs serve as mobile verifiers that work together to verify (using zero-
knowledge proofs issued by the edge servers) and disseminate (through the cloud server) verification results,
thereby coordinating trust management and the verification timeline.

Verify (VK,y, mi(¢)) € {0,1}, (22)
ri(t) € {0,1}, (23)
e+ ={ pW G mnO) Ll =4 (24)

The verification operation in Eq. (22) represents the execution of the zero-knowledge proof verification by a
UAYV, where VK denotes the verification key generated during the setup phase, y is the output of the generative
Al inference, and ;(¢) is the proof provided by edge server i at time slot . The verification result is captured
by the binary variable in Eq. (23), where a value of 1 indicates successful verification and a value of 0 denotes
verification failure. Based on this outcome, the trust score of each edge server is updated according to the rule
in Eq. (24), where 1 € (0, 1) is the trust update rate that controls the speed of trust adaptation. Successful
verification increases the trust score toward unity, while verification failure degrades trust, enabling the UAV
swarm to dynamically adjust verification priorities in a cooperative and trust-aware manner.

In compromised UAVs, other mechanisms might be necessary in order to guarantee robustness of the system.
For example, redundant verification, in which multiple UAVs confirm the same edge server, can help identify
inconsistent or malicious verification results. In much the same way, cross-validation and consensus systems
may be employed to detect rogue UAVs that yield wrong outcomes. Although these mechanisms cannot be
directly applied to the current structure, the suggested architecture can also be used in conjunction with such
extensions, providing greater resilience against adversarial UAV behavior.
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Security and privacy guarantees

The suggested zero-knowledge verification model provides strong security and privacy, helping ensure
the credibility of edge-deployed generative AI providers. To be more specific, the framework satisfies the
completeness property, so that honest edge servers running the purported generative AI model always generate
correct, verifiable images. It also has soundness, meaning that malicious or deviant edge servers cannot produce
valid zero-knowledge proofs of erroneous inference outputs. Moreover, the zero-knowledge feature ensures that
UAVs and external coerced parties are not informed of any information about exclusive proprietary model
parameters or internal calculations beyond what is revealed by the successful execution of the assertion.
Moreover, cooperative UAV swarms can be useful because they offer collusion resistance through reduced single-
point verification failures and attack resilience to isolated or targeted attacks. A combination of these properties
ensures that edge generative Al services support model integrity while maintaining a high degree of secrecy.

Discussion and insights

The suggested zero-knowledge verification system will make generative Al inference at the network edges
scalable, privacy-preserving, and energy-efficient. The framework, which combines zero-knowledge proofs with
collaborating UAV swarms, addresses the trade-off among the timeliness of verification, the enforcement of
the trust principle, and the efficient allocation of system resources in the context of a dynamic edge computing
system. However, the verification timing issue and the UAV coordination challenge are always complex because
the dynamics of the stochastic system, the UAV’s mobility, and long-term energy availability are constrained.
Such problems have prompted the implementation of a trust-sensitive multi-agent reinforcement learning
methodology that enables adaptive, decentralized decision-making and is described in the next section.

Trust aware multiagent learning for cooperative UAV swarms

In this section, we present a trust-based multi-agent reinforcement learning system that enables a cooperative
swarm of UAV:s to effectively perform zero-knowledge verification in non-stationary network environments and
under long-term constraints.

Motivation for multiagent learning

The verification scheduling problem, as developed in Sect. "System model and problem formulation”, comprises
integrated decision variables, long-term energy limits, UAV mobility, and the dynamic evolution of trust.
Conventional optimization methods require a complete understanding of the entire system and cannot be
applied under stochastic conditions for real-time control. Multi-agent reinforcement learning (MARL) offers
a scalable and flexible approach, as UAV's can acquire cooperative policies by interacting with the environment
without having an explicit system model.

In order to prevent the reinforcement learning framework as black-box, the policy learning process is defined
explicitly by a state representation, action selection, and reward shaping. The trust-aware Age of Verification
applied to the state and reward can ensure the learned policy accurately represents the system goals, such as
verification timeliness, reliability, and energy efficiency. In addition, inter-agent dependencies are captured in the
centralized critic, and the actors are decentralized to enable execution scaling, a feature that can be interpreted
and deployed in practice using the learned policies.

It should also be mentioned that the proposed MARL framework is novel not so much in the sense of
implementing a new learning algorithm, but in the sense of integrating a number of trust-aware system
dynamics into the learning process. The framework embeds trust-aware Age of Verification into both the state
representation and the reward function to enable agents to make decisions that are both energy-efficient and
reliable for the system, and that consider verification timeliness. The proposed approach is unique in that it
relies on a problem-specific formulation that aligns the learning goal with security-conscious verification needs
in edge AI systems.

Multiagent Markov decision process formulation
The cooperative UAV verification problem is modeled as a multi-agent Markov decision process (MDP), formally
defined as the tuple given in Eq. (25).

<%7‘5ﬂ7'§y7g7%7’7>7 (25)

where, 7 denotes the set of UAV agents, .% represents the global state space, .o/ is the joint action space of
all agents, &2 characterizes the state transition probability function, and % denotes the reward function. The
discount factor v € (0,1) controls the relative importance of immediate and future rewards and governs the
long-term optimization behavior of the multiagent learning process.

State space
At time slot ¢, the global system state is defined as shown in Eq. (26).

s(t) = {pu(t), Eu(t), As(t), mi(t) |ue %, ic &}, (26)

where the global state includes the positions and energy levels of all UAVs, as well as the trust-aware age of
verification and trust scores associated with each edge server. Each UAV has access only to a partial observation
of the global state, referred to as the local state, which is defined in Eq. (27).

Su(t) g S(t)a (27)
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where the local state comprises the observing UAV’s position and energy information, along with state
information from nearby edge servers within its sensing or communication range, enabling decentralized
decision-making under partial observability.

Action space
At each time slot f, each UAV u selects a joint action as defined in Eq. (28).

au(t) = (Ap,(t), iu(t)), (28)

where in this formulation, the action consists of two components: Ap,, (¢), which specifies the movement
direction and distance of the UAV, and i, (t) € & U {0}, which denotes the index of the edge server selected for
verification, where ., () = 0 indicates that no verification is performed during the time slot. The joint action of
the entire UAV swarm is defined in Eq. (29).

a(t) = {au()} e » (29)

where the joint action aggregates the individual actions of all UAVs and fully characterizes the collective mobility
and verification decisions of the UAV swarm at time slot t.

State transition
The evolution of the global system state over time is governed by the state transition model defined in Eq. (30).

s(t+1)~ P(s(t+1) |s(t),a(t)). (30)

This probabilistic transition model captures the system’s stochastic dynamics, which are influenced by UAV
mobility constraints, verification decisions, energy consumption, and trust updates. Given the current state s(t)
and the joint action a(t) selected by the UAV swarm, the next state s(t 4+ 1) is generated according to the
transition probability function Z2(-), reflecting the inherent uncertainty and time-varying nature of the UAV-
assisted edge verification environment. To enforce one-to-one matching between UAVs and edge servers and
resolve assignment conflicts, a cooperative swarm-based conflict-resolution mechanism is adopted, as detailed
in Algorithm 2.

Priority scoring operation adds weights to the contribution of the trust-conscious Age of Verification, spatial
proximity, and leftover energy. The fixed weights can be used to give a straightforward, interpretable system
of balancing these opposing aims. Even though fixed weights may not adequately represent dynamic system
conditions, the sensitivity analysis shows that the framework is robust across a range of plausible parameter
values. These weights may be learned or adaptively tuned in practice to respond to varying service demands and
environmental characteristics through meta-learning.

Require: Selected targets i,(¢) from each UAV policy; TA-AoV values {A;(¢)}; UAV positions {p,(¢)}; optional residual

energies {E,(t)}

Ensure: Feasible assignment matrix x, ;(f) satisfying one-to-one matching constraints
1: Initialize x, ;(f) <~ Oforallu € % andi € &
2: Build candidate set € = {(u,i,(t)) | iu(t) #0}
3: for all edge servers i that appear in & do
Let % = {u | (u,i) € €'} be the UAVs requesting server i
if |%| = 1 then

else

> Conflict case

for all u € %; do
Compute distance dy, ;(t) = ||pu(t) — p;l|
10: Compute priority score _
Woui(t) = @1Ai(7) — 0rdyi(t) + 03 E,(7)

4
5
6: Assign x, ;(¢t) = 1 for the single u € %;
7
8
9

11: end for

12: Choose winner u* = argmax,ecq, Wi (1)

13: Assign x,+;(t) = 1 and reject all other UAVs for server i
14: end if

15: end for

One-UAV-One-Task Enforcement
16: for all UAVs u assigned to multiple servers do
17: Keep the assignment with maximum ¥, ;(r) and set all others to zero

18: end for

19: return assignment matrix x,;(¢)

Algorithm 2. Cooperative UAV swarm conflict resolution and one-to-one matching.
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Require: Edge servers &; UAVs % ; time horizon T'; weights a, B; trust update rate 11; AoV decay 0; discount factor y; energy budget E;**; maximum speed

Vmax

Ensure: Decentralized UAV policies {7, },c4 ; verification decisions x,,;(¢); trust scores 7;(t)
Phase 1: Cryptographic Initialization (Cloud Server)
1: Generate ZK public parameters (PK, VK) < Setup(%)
2: Distribute PK to edge servers and VK to UAVs
Phase 2: System Initialization

[V O]

: Initialize UAV positions, energies, and trust scores 7;(0)
: Compute trust-aware AoV A;(0) = aa;(0) + B (1 — 7;(0))
: Initialize MARL actor and critic parameters

Phase 3: Cooperative Verification and Learning (Per Time Slot)

@R

9:

:fort=0to7T —1do

Each UAV observes local state s,()
for all u € % do

: Sample action a,(¢) ~ 7g, (- | su(?))
10: end for

11: Resolve UAV conflicts using matching rule and set x,,;(¢)

12: forallu € % do
Update UAV position ||p, (1 4+ 1) — pu (1) < Vimax
14: end for

13:

15: for all i € & such that Ju : x,,;(t) = 1 do

16:

Execute inference and generate proof 7;(r)
17: end for

18: for all (u,i) such that x,;(r) = 1 do

19:

22:
23:
24:
25:
26:

27: end for

28: for all i € & do

Update AoV g;(r+1) and A;(t +1)
30: end for

31: for all u € 7 do

29:

Verify proof r;(t) and share with UAVs/cloud
20: end for
21: forallic & do
if ri(#) = 1 then
T +1) =n()+n(l-u())

Ti(t+1)=1-n)7(t)

32: Compute UAV energy E,(t)

33: Apply penalty if E,(t) > E™

34: end for

35: Compute reward R(¢) and store transition in A

36: Every K steps, update critic ¢ and actors {6, }

37: end for

38: return {mg, buca/, {7i(t)}, and {x,;(1)}

Algorithm 3. Cooperative UAV swarm framework for zero knowledge verification of edge generative AI using
trust-aware multi-agent learning.

Trust aware reward design
To guide cooperative behavior among UAVs, a global reward function is designed to jointly account for trust-
aware verification performance and energy efficiency, as defined in Eq. (31).

R(t) ==Y Ait) =AY Eu(d). (31)

i€EE ueU

The parameter in this reward formulation would encourage high trust-Awareness Age of Verification values,
thereby promoting timely verification and favoring edge servers with low trust or stale verification parameters.
The second term penalizes excessive UAV energy usage, with the weighting coefficient A determining the trade-
off between verification performance and energy efficiency. These goals can be achieved by integrating them into
the reward structure to motivate UAV's to work together in special-risk edge servers, verify work twice, and save
power by coordinating schedules and routes.

Centralized training and decentralized execution

To support efficient, scalable learning in the cooperative UAV verification system, we adopt a centralized training
and decentralized execution (CTDE) paradigm. In this paradigm, the training period uses a centralized critic
that can access the international system state and therefore evaluate joint action and inter-agent dependencies
correctly. In operation, each UAV operates independently and makes decisions based solely on local observations,
resulting in a fully decentralized system. The joint policy of the UAV swarm is defined as shown in Eq. (32).
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7= {mulan |5} uea » (32)

where, Ty (2, | su) denotes the policy of UAV u, which maps its local observation s,, to a probability distribution
over its action space a,,. This CTDE structure enables effective coordination during training while preserving
scalability and robustness during decentralized execution.

Trust aware multi-agent actor-critic learning

A trust-aware multi-agent actor-critic learning framework is employed to support collaborative decisions and
interactions under dynamic trust, mobility, and energy constraints, in which decentralized actors are trained
using feedback from a centralized critic informed by the dynamics of the global system.

Qs(s,a), (33)

Vo, J(0u) = E [Vo, log mu(au | su) - A(t)] , (34)
A(t) = Qu(s(1),alt) — Vi (s(t) , (35)
2(9) = E [(Qs(s(t),a(t)) —y(1))*] , (36)
y(t) = R(t) +yVs(s(t + 1)) (37)

The centralized critic in Eq. (33) estimates the global action-value function as a function of the joint system
state s and joint action a, capturing interdependencies among UAVs. The actor update in Eq. (34) computes
the policy gradient for UAV u using the advantage signal, enabling each agent to improve its policy based on
expected long-term rewards. The advantage function in Eq. (35) measures the relative benefit of the selected
action relative to the state-value baseline, thereby reducing variance in gradient estimation. The critic parameters
are optimized by minimizing the temporal-difference loss defined in Eq. (36), which penalizes discrepancies
between predicted and target action-value estimates. The target value in Eq. (37) incorporates the immediate
reward R(t) and the discounted value of the next state, where v € (0, 1) is the discount factor. Together, these
equations enable stable, trust-aware learning of cooperative verification policies within the centralized training
and decentralized execution paradigm.

Although a formal convergence result of multi-agent reinforcement in non-stationary settings has yet to be
proven, the offered framework is based on the well-known actor-critic algorithms that have a known convergence
rate in specific settings. Specifically, actor-critic algorithms under bounded rewards, adequate exploration,
and consistent policy updates have been shown to find locally optimal policies. The centralized training and
decentralized execution (CTDE) paradigm further enhances the stability of learning by establishing a uniform
global value function during training. Hence, the suggested trust-sensitive MARL architecture preserves the
convergence property of regular MAPPO-based algorithms while utilizing domain-tailored changes to states
and rewards. The stability of the learning process can also be reinforced by empirical convergence results in Sect.
"Learning convergence and stability analysis".

Cooperative trust awareness
Implicit trust awareness is embedded in the learning process through the introduction of the trust-conscious Age
of Verification state variable, A;(t), and through trust-conscious shaping with rewards. Through collaborative
encoding of the freshness of verification and the reliability of state servers, and through reward design, UAVs
can learn long-run trust dynamics between edge servers and, consequently, adapt their verification approach
over time. This collaborative, trust-based learning system makes sound decisions despite partial observability of
conditions, enabling the UAV swarm to efficiently prioritize high-risk servers, behave effectively, and coordinate
with verification.

The trust-aware multi-agent learning process consists of a series of coordinated actions, executed iteratively.
At the first step, the actor networks for individual UAVs and the centralized critic network are initialized. During
the learning iteration, UAVs engage with the environment by making decisions based on existing policies and
collecting experience trajectories of their actions. The global value estimates are consequently updated using
information from the centralized critic and from aggregating experience and the global state. Thereafter, the
individual UAVs independently update their actor policies in a decentralized process using critic-based feedback.
Meanwhile, the trust scores and age-of-verification metrics, which are trust-aware, are updated based on the
verification results. This is repeated until the learning algorithm has reached a fixed policy. Altogether, this
learning framework will allow scaling, flexible, and cooperative UAV verification in dynamic edge Al settings.
Overall, the cooperative verification and trust-aware learning algorithm is summarized in Algorithm 3.

Performance evaluation and simulation results

In this section, we critically analyze the suggested cooperative UAV swarm-based zero-knowledge verification
framework of trust-aware multi-agent learning (TAML). It runs large-scale simulations to assess the timeliness of
verification, trust enforcement capacity, energy efficiency, scalability, and learning performance under dynamic
network conditions.

Simulation setup and parameter configuration
The simulation environment consists of a two-dimensional square area of 200 x 200 m?, with a cloud server
located at the center of the region. Within this area, a set of E = 4 to 8 edge servers is randomly deployed
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to provide generative Al inference services under the Model-as-a-Service paradigm. To perform mobile zero-
knowledge verification, a cooperative swarm of U = 3 to 5 UAVs is deployed and operates over the same region.

To find a more rigorous and fair comparison, the proposed framework is contrasted with various baseline
schemes that reflect the philosophy of different designs, such as non-cooperative, heuristic-based, and learning-
based schemes. Performance evaluation is based on several measures, including trust-aware Age of Verification
(TA-AoV), detection delay, energy usage, and scalability. The outcome of each simulation is the average over
numerous independent runs, minimizing randomness to achieve statistical reliability. The chosen baselines, such
as DQN, MADDPG, and MAPPO, are powerful benchmarks for reinforcement learning-based coordination,
enabling a full assessment of the presented trust-aware multi-agent framework. To guarantee robustness and
ensure good statistics, all experimental results are averaged over several independent simulation runs with
different random initializations. Although no specific statistical values are provided, like confidence intervals,
there was no difference in the same patterns in each run. To ensure diversity, the implementation of all learning-
based baselines is conducted with similar network designs, training times, and observation spaces. The proposed
approach can be considered as a trust extension of MAPPO, in which the changes are brought about in terms of
state representation and reward design, but not in terms of the general structure of the algorithm.

Each simulation run is conducted for 8000 time slots to ensure sufficient learning convergence and stable
long-term performance. UAV mobility is constrained by a maximum velocity of vmax = 8 m/s, and each UAV
is subject to an average energy budget of E};"** = 120 energy units per time slot. The trust update rate is set to
1 = 0.1, while the weighting coefficients of the trust-aware Age of Verification (TA-AoV) metric are configured
asa = 0.7and 8 = 0.3, reflecting a balanced emphasis on verification freshness and server trustworthiness.

The choice of main parameters demonstrates a compromise between the verification performance, energy
efficiency, and stability of the system. Selection of the weighting coefficients o and 3 is intended to favor
verification freshness while accounting for trust dynamics. The rate of trust update 7 dictates how responsive the
system is to verification results, ensuring it neither adapts trust too aggressively nor too slowly. Energy weighting
parameter ) is chosen to trade-off between the performance optimization and resources. The sensitivity analysis
will verify that the framework remains stable within a reasonable range of parameter values, and thus the
proposed design can be considered robust.

A summary of the neural network architectures of the actor and critic models, along with the learning
hyperparameters, is provided in Table 1. Additionally, Table 2 lists key system-level simulation parameters,
including communication, mobility, and energy-related settings, providing a detailed account of the experimental
setup.

Baseline schemes

The suggested trust-aware multi-agent learning (TAML) framework is tested by comparing it with several
representative baseline schemes that reflect various verification, coordination, and learning plans. A lower-
bound benchmark is Independent UAV Verification (IUV), a counterexample in which UAVs operate without
cooperation or learning. Random Verification Scheduling (RVS) randomly verifies edge servers but lacks a smart
approach. Freshness-Based Scheduling (FBS) is a verification decision-making method that does not consider
trust or energy and instead bases decisions solely on verification age. Trust-Blind Cooperative Scheduling
(TBCS) with cooperative verification among UAVs is not based on trust awareness in the decision process.
The Energy-Aware Greedy (EAG) scheme optimally allocates UAVSs to the nearest edge server to reduce energy
consumption, without accounting for verification risk or learning dynamics. Moreover, there are learning-based

Parameter Symbol/description | Value

Actor network layers | Fully connected layers | 3 layers

Actor hidden units | Units per hidden layer | 128, 128

Critic network layers | Fully connected layers | 3 layers

Critic hidden units | Units per hidden layer | 256, 256
Activation function | Nonlinear activation | ReLU

Output activation Policy output Softmax

Learning algorithm | MARL framework Trust-Aware MAPPO
Actor learning rate | o, 3x107%

Critic learning rate e 1x 1073
Discount factor 1% 0.99

GAE parameter AGAE 0.95

Entropy coefficient | A 0.01

Mini-batch size Training batch size 256

Replay buffer size Experience buffer 1% 10

Training episodes Total episodes 8,000

Update frequency Policy update interval | Every 10 time slots

Table 1. Neural network architecture and learning hyperparameters for the proposed trust-aware multi-agent

learning framework.
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Parameter Symbol/description | Value
Simulation area Deployment region | 200 m x 200 m
Number of edge servers E 4-8

Number of UAV's U 3-5

Cloud server location Reference point Center of area
Time slot duration At 1s

Total simulation time slots T 8000

UAV maximum velocity Vmax 8 m/s

UAV communication range R, 60 m

UAV initial energy Einit 5000 units
UAV average energy budget B 120 units/slot
Flight energy coefficient cy 1.2 units/m
Communication energy coefficient | ¢, 0.8 units/MB
Verification energy per proof Ever 15 units

ZK proof verification latency < 480 ms
Trust update rate n 0.1

TA-AoV weight (freshness) o 0.7

TA-AoV weight (trust) B 0.3

AoV decay factor 5 0.5

Discount factor ¥ 0.99

Table 2. System-level simulation parameters for UAV-assisted zero-knowledge verification.

Scheme Learning-based | UAV cooperation | Trust awareness aEvl;::gess Verification strategy

v X X X X Each UAV independently verifies the nearest edge server

RVS X X X X Edge servers are selected randomly for verification

FBS X o X X Verification decisions based solely on age of verification

TBCS X v X ° Cooperative verification without explicit trust modeling

EAG X o X v Nearest-server selection to minimize UAV energy consumption
DQN v X X ° Centralized learning with discretized action space

MADDPG v v X v gﬁggzxzir‘éesize:;ning with continuous control but without
MAPPO v v X v Cooperative multi-agent learning without trust awareness
propos T |/ ) y C ety st aming i el

Table 3. Comparison of baseline verification schemes and their key characteristics. v: Yes; X: No; o: Partial.

baselines: a single-agent Deep Q-Network (DQN) with centralized learning; a discrete-action-space cooperative
learning scheme based on MADDPG; a continuous-action-space cooperative learning scheme without trust-
driven state design; and cooperative learning schemes based on MAPPO, without trust-driven state design
and with trust-driven reward shaping. Table 3 summarizes the comparison of the baseline characteristics and
modeling assumptions. The chosen baselines are widely used methods in heuristic scheduling and multi-agent
reinforcement learning, such as value-based, policy-gradient, and cooperative learning paradigms. Although
more recent variants of the MARL exist, many are based on similar architectural building blocks, and the chosen
methods offer a fair comparison of the most important design dimensions. It is also a significant avenue in future
research to extend the assessment to other, more recent MARL methods.

Learning convergence and stability analysis
The convergence behavior of the cumulative reward during training provides important insight into the learning
efficiency and stability of different schemes. As illustrated in Fig. 2, the proposed trust-aware multiagent
learning (TAML) scheme converges in approximately 2,200 training episodes, demonstrating rapid and stable
learning. In comparison, MAPPO and MADDPG require around 3,600 and 4,100 episodes, respectively, to reach
convergence. In contrast, the DQN-based approach exhibits pronounced oscillations and unstable convergence,
which can be attributed to discretizing the continuous action space and its limited ability to capture the coupled
dynamics between UAV mobility and verification decisions.

In the steady-state regime, the proposed TAML framework achieves an average cumulative reward of —14.2
, outperforming MAPPO, MADDPG, and independent UAV verification (IUV), which attain average rewards
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Fig. 3. Evolution of average trust-aware Age of Verification under different verification schemes.

of —17.1, —19.3, and —24.8, respectively. These results correspond to performance improvements of 17.0%,
26.4%, and 42.7%, highlighting the superior learning efficiency, stability, and robustness of the proposed trust-
aware multi-agent framework in dynamic edge-verification environments.

To prove that the suggested framework provides real cooperation behavior among UAVs, we discuss
coordination efficiency in terms of some other indicators. Task overlap rate: This is the rate of the percentage of
time that two or more UAV's are attempting to verify the same edge server. The proposed framework also has less
overlap than independent or non-cooperative baselines, suggesting an efficient task allocation. Spatial coverage
diversity: This is calculated as the distribution of UAV locations in comparison to edge servers. The findings
indicate that UAVs strategically distribute themselves across the deployment area, enhancing coverage while
minimizing unnecessary motion. Comparison with independent learners: The proposed method consumes less
energy and has lower verification delay than the Independent UAV (IUV), indicating that coordinated policies
are more effective than greedy or independent strategies. All these findings prove that the mastered policies
are coordinated, non-redundant, and spatially efficient, and confirm the statement of cooperative UAV swarm
intelligence.

Trust-aware age of verification performance

The efficiency of Trust awareness in verification scheduling can be measured by the average Trust-Aware Age of
Verification (TA-AoV) across all edge servers. As shown in Fig. 3, the proposed trust-aware multiagent learning
(TAML) scheme always achieves the lowest TA-AoV during both the training and execution stages, indicating
timely, risk-aware verification behavior.
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Fig. 5. Evolution of trust scores for representative edge servers under different verification schemes: (a) low-
reliability edge server with intermittent faults; (b) high-reliability edge server.

At convergence, the proposed TAML framework achieves an average TA-AoV of 1.98 time slots, whereas
MAPPO, MADDPG, and freshness-based scheduling (FBS) attain average TA- AoV values of 2.87, 3.12, and 3.95,
respectively. Compared with trust-blind cooperative scheduling, TAML reduces the TA-AoV by approximately
31.0%, demonstrating the significant benefit of explicitly incorporating trust information into cooperative
verification decisions.

A more detailed per-edge-server analysis further illustrates the advantages of the proposed approach. As
shown in Fig. 4, edge servers with lower trust levels or higher verification risk experience the largest TA-AoV
reductions under the TAML scheme, confirming that trust-aware learning effectively prioritizes high-risk
servers in dynamic edge environments.

Trust evolution and malicious server detection

The dynamic nature of trust scores offers insight into how various schemes detect unreliable or malicious edge
servers. Figure 5 also demonstrates that the edge server leads to a reduction in the trust score, rapidly reaching
below 0.4 with under 350 time slots when it is intermittently producing invalid zero-knowledge proofs, starting
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Scheme Avg. detection delay (time slots) | Min. detection delay (time slots) | Max. detection delay (time slots) | Detection accuracy (%)
J10AY 820 610 1,050 714
RVS 910 680 1,120 68.9
FBS 670 490 890 76.2
EAG 590 430 810 79.6
TBCS 520 390 760 82.1
DQN 480 350 720 84.7
MADDPG 430 320 680 87.3
MAPPO 390 290 610 89.8
Proposed TAML | 214 160 340 95.6

Table 4. Comparison of malicious edge server detection delay under different verification schemes.
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Fig. 6. Average per-UAV energy consumption under different verification schemes.

at 0.9. Such a rapid decrease in trust triggers repeated checks that help identify malicious activity in time and
take appropriate measures.

Compared with trust-blind verification schemes, the same edge server is allowed to score above 0.7 for
a longer period, resulting in delayed detection and a higher risk of verification. Table 4 offers a quantitative
comparison of malicious server detection delay, on which the proposed TAML framework results in a 45.6%
longer detection delay reduction than MAPPO. These findings indicate that trust-aware learning is useful for
accelerating the detection of malicious edge servers and improving overall system security.

The proposed framework provides better, more timely verification, shorter detection delay, and greater
energy efficiency than conventional UAV-assisted edge verification with fixed scheduling or non-cooperative
strategies. These advancements outline the advantages of using trust-awareness and cooperative learning in
UAV-based validation systems.

Energy consumption and efficiency analysis

The efficiency of various verification schemes can be determined by comparing the average energy consumption
per-UAV in time. As demonstrated in Fig. 6, the proposed trust-aware multiagent learning (TAML) frameworks
use an average of 94.8 energy units in each time slot, which is much lower than the energy usage in MAPPO,
MADDPG, and freshness-based scheduling (FBS), which used 111.6, 118.3, and 132.9 units of energy in each
time slot, respectively.

These findings translate to energy savings of 15.0%, 19.9%, and 28.7% compared to MAPPO, MADDPG,
and FBS, respectively, demonstrating the efficacy of cooperative and trust-aware task allocation in minimizing
total energy expenditure. An additional analysis of the energy components, such as flight, communication, and
verification energy, is presented in Table 5, which further indicates that cooperative scheduling significantly
reduces flight energy waste and increases energy usage efficiency in the long run.

Scalability with respect to UAV and edge density

The scalability of the proposed framework is tested on the trust-aware Age of Verification (TA-AoV) with
different numbers of edge servers and UAVs. As Fig. 7 shows, the average TA-AoV decreases a bit when the
number of edge servers is raised over 4 to 8 in the depiction of the proposed trust-aware multiagent learning
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Scheme Flight energy (units/slot) | Communication energy (units/slot) | Verification energy (units/slot) | Total energy (units/slot)
ov 78.6 24.3 19.8 122.7

RVS 81.2 26.1 20.4 127.7

FBS 85.7 274 19.8 132.9

EAG 69.4 22.6 18.3 110.3

TBCS 66.1 214 18.0 105.5

DQN 64.8 20.9 17.6 103.3

MADDPG 63.2 20.1 15.0 98.3

MAPPO 60.9 19.8 10.9 111.6

Proposed TAML | 56.7 184 19.7 94.8

Table 5. Average per-UAV energy consumption breakdown under different verification schemes.

4.5 5.0
S —— TAML Proposed —— TAML Proposed
S - - -MAPPO 45 [~ “MAPPO

401 S - - -MADDPG ©®71 - - -MADDPG P
0 NN - - -TBCS 2 - - -TBCS T
% » 4.0+ /,—’ -

[} _ - _ - -

£ £ -
% ;;3.5- _-"" ’,,—” -7
< < _ -7 -7
|<éa.o- ,é - -
® © 3.0 -
(o)) > _
5 S
0 25 5
z Z 25-

2ol //

2.0

(a) Varying number of UAVs (fixed edge servers E = 6).

20

25

T
3.0

T
3.5

T
4.0

45

Number of UAVs

5.0

4 5

6

7 8

Number of Edge Servers

(b) Varying number of edge servers (fixed UAVs U = 3).

Fig. 7. Impact of the number of UAVs and edge servers on average trust-aware Age of Verification: (a) varying
number of UAVs with fixed edge servers; (b) varying number of edge servers with fixed UAVs.

(TAML) framework, to 2.41. On the contrary, MAPPO has even stronger degradation, whose average TA-AoV
rises between 2.87 and 3.62, respectively, meaning that it is less scalable as the density of the edge servers grows.

The problem of UAV density also shows the benefits of the trust-based cooperative learning. When the
number of UAVs is increased to 5, the TA-AoV is decreased by 22.3% on the TAML scheme, whereas the TA-
AoV only decreases by 9.4% when trust-blind cooperative scheduling is used. These findings reveal that the
presented solution effectively leverages new UAV capabilities to achieve resilient performance in dense edge
computing scenarios, and that cooperative swarm intelligence, when combined with trust-sensitive learning, is
more scalable.

Although in the existing simulations a moderate-sized deployment has been considered, the proposed
framework is designed to scale effectively with more UAVs and edge servers. The decentralized execution
paradigm guarantees that decision-making complexity scales linearly with the number of agents, whereas the
centralized training step can leverage parallel computation. Additionally, a compact representation of states
and local observations makes the framework less dependent on communication overheads, thereby allowing it
to be used in larger-scale settings. The evaluation of these properties will be further verified in future work by
deploying the system at large scale. These findings show that the suggested framework has better scaling in the
assessed simulation environment. However, further validation in larger-scale and real-world deployments is
required to fully establish scalability in practical scenarios.

Zero-knowledge verification latency analysis
The latency of verifying zero-knowledge proofs is compared across various depths of generative AI models,
enabling assessment of the feasibility of the proposed framework for real-time edge services. As indicated
in Fig. 8, for model depths up to 18 layers, the average verification latency remains below 470 ms, and the
computationally intensive proof-generation process is performed on edge servers.

This is further demonstrated by a detailed breakdown of the latency contributions of various cryptographic
functions of the proposed approach. The findings presented in Table 6 ensure that the verification overhead is
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Fig. 8. Zero-knowledge proof verification latency under different generative AI model depths.

Model depth (layers) | Linear operation latency (ms) | Activation constraint latency (ms) | Normalization constraint latency (ms) | Total verification latency (ms)
6 118 74 52 244
8 142 91 63 296
10 168 107 78 353
12 195 124 96 415
14 221 139 104 464
16 236 151 87 474
18 248 159 61 468

Table 6. Zero-knowledge proof verification latency under different generative Al model depths.

small enough to support zero-knowledge verification in real-time edge generative Al systems, which proves
that zero-knowledge verification can be efficiently incorporated into latency-sensitive edge intelligence systems.

Though the proposed framework shows possible verification latency, it should be mentioned that the overhead
in proof generation at edge servers is a bottleneck in computations. The production of zero-knowledge proofs for
large generative models can introduce delays under resource-starved conditions. This can be overcome by model
compression, by verifying tasks in batches, or by running the verification tasks using hardware (e.g. GPU/FPGA-
based proof generation). Also, in real-world applications, edge servers are often larger than end-user devices,
so these operations are becoming real-time. This points to a critical trade-off between security assurances and
computation cost.

Sensitivity analysis of trust parameters
The impact of trust-related parameters on system performance is examined through a sensitivity analysis of
the trust update rate, 1, and the Trust-Aware Age of Verification (TA-AoV) weighting coefficients, « and 3. As
illustrated in Fig. 9, the results indicate that setting the trust update rate 7 within the range of 0.08 to 0.15 leads
to stable trust convergence and balanced verification behavior. In contrast, assigning excessive weight to trust
awareness, with 8 > 0.5, increases UAV energy consumption by overly aggressively verifying low-trust servers.
Based on these observations, optimal parameter settings are determined to ensure stable, energy-efficient
system operation. The parameter variations for the trust update and TA-AoV weighting coefficients are
summarized in Table 7, providing practical guidelines for tuning the proposed framework for real-world
deployments.

Ablation study of framework components
Anablation analysis assesses the contribution of each major component in the proposed framework by sequentially
removing key modules and measuring performance afterward. Specifically, we consider three versions of the
framework. In the former, called No-Trust, TA-AoV is substituted by the traditional AoV, and there is no longer
trust-based prioritization. In the second type, an Independent UAV, UAV's operate independently and decide for
themselves whether to verify. In the third one, called No-ZKP, the verification is supposed to be direct and does
not involve generating a cryptographic proof.

The numerical analysis comparing these variants is in Table 8, and performance indicators, such as TA-AoV,
detection delay, and power consumption, are compared. The findings indicate that, without trust-awareness, the
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Fig. 9. Impact of trust update rate and trust-aware weighting factors on verification performance and energy
consumption: (a) sensitivity to trust update rate n; (b) sensitivity to trust-aware weighting factors o and £5.

Case | Trust update rate 77 | Fresh weight o Trust weight 3 Avg TA-AoV (slots) | Avg energy (units/slot) | Detection delay (slots)
C1 0.05 0.7 0.3 2.31 90.7 298
C2 0.08 0.7 0.3 2.07 93.1 246
C3 0.10 0.7 0.3 1.98 94.8 214
C4 0.15 0.7 0.3 2.01 97.6 209
C5 0.20 0.7 0.3 2.18 101.2 225
Ce6 0.10 0.8 0.2 222 91.5 238
Cc7 0.10 0.6 0.4 1.91 99.8 205
C8 0.10 0.5 0.5 1.86 108.9 197
c9 0.10 0.4 0.6 1.82 121.7 190

Table 7. Sensitivity analysis of trust update and TA-AoV weighting parameters.

Configuration Avg. TA-AoV ({) | Detection delay ({) | Energy consumption ({)
Full framework (TAML) | 1.98 214 94.8

No-Trust 2.87 320 101.2

Independent UAV 3.45 410 118.6

No-ZKP 2.10 230 82.3

Table 8. Ablation study of framework components and their impact on performance.

verification delay of unreliable edge servers is more pronounced, as observed with trust-based prioritization.
Similarly, a lack of collaborative interdependence leads to duplication of verification and increased energy use
due to poor distribution of UAVs. Eliminating the ZKP mechanism makes the framework computationally less
expensive, but it doesn't protect privacy-preserving verification as strongly as its presence does, highlighting
its significance for privacy in verification. Generally, the entire structure is more efficient than all the ablated
structures, and it proves that every element in the structure has a significant value to the operation of the system.

Along with the ablation study, we augment the credibility of the evaluation by sensitivity analysis to explore
the contribution of individual components and the impact of key parameters. Through these analyses, it
is demonstrated that the proposed framework is stable in performance across different configurations, thus
enhancing the explainability and robustness of the reported results. Even though more state-of-the-art baselines
might enhance the comparison, the chosen methods provide representative coverage of approaches based on
heuristics, optimization, and learning.

Alternative optimization approaches
Although the offered trust-sensitive multi-agent reinforcement learning (TAML) model proves to be highly
efficient across various metrics, alternative optimization approaches can be considered based on the conditions
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of the given system and its deployment limitations. Heuristic and rule-based algorithms, such as greedy or
priority-based scheduling, are computationally inexpensive and make quick decisions, yet are usually less
adaptive in dynamic settings.

Theoretically optimal solutions can be determined using optimization-based methods such as convex
optimization or mixed-integer programming, but under simplified assumptions, they are usually computationally
prohibitive and less practical for real-time decision-making in large, dynamic systems. Other knowledge-based
approaches, including variants of deep Q-learning or meta-learners, can be more adaptable or converge more
quickly in specific situations. However, such strategies often struggle with continuous action spaces or with
coordinating multiple actors. The proposed TAML framework offers a balanced trade-off among adaptability,
scalability, and computational efficiency compared to these alternatives and should therefore be used for complex
UAV-assisted edge verification problems. A further research opportunity is the exploration of hybrid strategies
to integrate methods based on learning and optimization.

Impact of external factors

Various external factors may affect the performance of the proposed framework, though they are not explicitly
represented in the current formulation. To start with, the heterogeneity of the task, such as the different
computational complexities of generative Al models and the discrepancy in workload across load-balanced edge
servers, can be a contributing factor to verification latency and resource-allocation efficiency. Second, network
congestion and overhead can have serious effects on UAV-assisted verification, especially in dense deployments
where numerous UAV's and edge servers have limited wireless bandwidth. Overload can cause more delays in
transmitting proofs and less system responsiveness. Third, the stability of learned policies can decrease due to
changes in the environment and operations, e.g. the mobility trends and the dynamic user demand. Although
these aspects are abstracted in this simulation at the moment, the suggested framework is scalable, and it is
possible to add communication-aware scheduling, adaptive bandwidth distribution, and dynamic workload
modeling in future work.

Discussion

Opverall, the simulation results show that the suggested trust-aware multi-agent learning (TAML) framework
tends to achieve higher performance across all dimensions considered. The proposed solution can address
timeliness issues in verification, enforce trust, and improve energy efficiency by integrating cooperative UAV
swarms, trust-aware verification metrics, and multi-agent learning, thereby leveraging the strengths of each
technique. These findings validate the feasibility of the proposed model for enabling reliable, scalable, and
privacy-preserving zero-knowledge verification in dynamic edge generative Al systems.

The proposed framework can withstand some of the typical threats in UAV-assisted systems. GPS spoofing
can affect UAV positioning, but cooperative swarms and redundancy can help prevent failure at a single point.
Manipulation of sensor data may affect data acquisition, but verification decisions about sensor data use
cryptographic proofs based on sources of raw sensor data. Rogue behavior in UAVs, such as false verification
reporting, can be avoided through cross-validation and trust-based filtering tools. Also, its use is not limited to
adversarial multi-agent manipulation, where agents try to exploit reward structures; this can also be mitigated
through reward structure design and centralized training of critics. Although these threats are not directly
simulated in the present study, the structure is written in a way that allows it to be extended to other applications
and to include these defenses.

Although the assessment is currently simulation-based, it offers an environment with controlled conditions
to evaluate the performance of the system in different conditions. Further development will focus on semi-
realistic and real-world validation, including code deployment in UAV testbeds, interoperability with actual
communication networks, and testing with real-world generative AI workloads. This validation will again assess
the practical applicability of the proposed framework and identify system-level limitations that are not captured
in the simulation.

Even though the current assessment is simulated, the model is modeled to be used in the real world. Future
directions are on validation with realistic communication models, hardware-aware simulations, and UAV
testbeds to test performance at realistic constraints such as latency, noise, and environmental variability.

Conclusion
This study explored the problem of safe and reliable validation of edge-deployed generative Al services within the
Model-as-a-Service paradigm. To address the shortcomings of current verification methods, we also proposed
a joint UAV swarm-based zero-knowledge verification system that enables privacy-preserving verification
of generative Al inference while accounting for dynamic trust and resource constraints. By combining zero-
knowledge proofs and cooperative UAV swarms, the initiative framework enables edge servers to verify decisions
made by the correct model in a non-transparent manner, without exposing proprietary parameters, and to use
UAVs as a dynamic verifier that adapts to the network environment. The Age of Verification metric (with a
trust analysis component) was introduced, combining verification freshness and server reliability into a single
measure, enabling the system to prioritize high-risk, stale edge servers. Moreover, a multi-agent reinforcement
learning method that accounts for some degree of trust among agents was developed to organize UAV swarm
behavior, enabling decentralized decision-making under long-term energy and mobility constraints.
Simulation results from widely used studies show that the proposed framework has strong potential to
outperform state-of-the-art baseline schemes. Specifically, the offered technique registered large decreases in
trust-aware Age of Verification and malicious server detection delay, at the same time enhancing the energy
efficiency and scalability. These findings show that cooperative swarm intelligence and trust-aware learning are
necessary to achieve reliable and efficient zero-knowledge verification in dynamic edge AI setups. There are
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some avenues of work that can be further promoted. To begin with, the suggested framework is scalable to
more advanced generative AI models, including diffusion models and large transformer-based models, which
require more sophisticated zero-knowledge circuit designs. Second, it is possible to consider post-quantum zero-
knowledge proof systems, which would improve security in the long term. Third, real-world deployment issues,
such as imperfect UAV communication, adversarial UAV behavior, and hardware-in-the-loop experiments,
warrant further in-depth study. Lastly, the combination of the proposed verification framework, federated
learning, and adaptive model modifications is a promising study direction for building trustworthy and scalable
edge Al Future work will extend the proposed verification framework to support Transformer-based and large-
scale generative models, enabling broader applicability to modern generative Al systems.

Data availability
The datasets used and/or analyzed during the current study are available from the corresponding author on
reasonable request.
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