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As the backbone of modern power systems, the smart grid is one of the most critical applications of the Internet of Things. The
intelligent electricity system faces various types of unauthorized malicious access, that is, cyber-attacks. With the development and
application of information and communication technologies in traditional power systems, the improvement of physical-cyber
systems in the smart grid also increases. Nowadays, the deployment of defensive measures has surged in response to the growing
number of attacks aimed at the smart grid. Therefore, in this paper, we investigate cyber-attack identification using artificial
intelligence-based models and identify them by estimating the state vector of the electricity network. We accomplish simulations by
extracting data from the five-bus IEEE network to test the effectiveness of the proposed algorithm. False data attack vectors are then
injected into the healthy measurements. In this way, to check the detection power of the proposed algorithms, 2,000 measurement
samples have been taken from the five-bus network, half of which are considered healthy data and the other half as manipulated
data. After labeling healthy and false data, machine-learning algorithms such as decision trees and k-nearest neighbor (KNN) have
been used to investigate and identify this type of attack. Comparative analysis of the two proposed algorithms against commonly
used methods demonstrates significantly improved accuracy. Specifically, according to the best depth for the decision-tree algo-
rithm and k for the KNN algorithm, it is drawn with k= 3 and the decision-tree algorithm with a depth of 9. According to the
algorithms proposed in this article, the decision-tree algorithm with a depth of 9 in p-value of 0.45 and 0.64 and the nearest
neighbor algorithm with k= 3 in p is equal to 0.72, 0.98, and 1 represent better accuracy. Also, the results indicate that the two
proposed algorithms have performed much more favorably than other classification methods. Additionally, the detection accuracy
increases with higher p-values for these two algorithms. This problem shows that the detectors can detect false data injection
attacks that cause more severe disturbances in the system.

1. Introduction

Electric energy has evolved from localized production in
small plants to large generation and long-distance transmis-
sion due to the increased demand of industrialization [1].
Integration of the present power grids with communication
networks results in the smart grid [2]. These are important
for the efficient management of populations that have fast
growth rates with electricity use on the rise. Smart grids have
equipped themselves with advanced metering infrastructure,
optimizing energy use and demand management [3]. How-
ever, they pose issues of high operational costs, technical
complexities, and data security concerns. The idea of smart

technology plays an essential role in avoiding power black-
outs and ensuring secure access to electricity, thus averting
huge social and economic losses [4, 5].

Communication networks underlying smart grids have
become vulnerable, thereby making the power system more
vulnerable to attacks [6, 7]. A number of research works have
documented the effects of various modes of attack on this
infrastructure. These include innovative methods against the
functionality of smart meters, cyberattacks manipulating
network data in undetectable ways, and coordinated ways
that exploit both the cyber and physical vulnerabilities of
the power grid [8, 9]. It has also been shown that attacks
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on network topologies and system state estimations raise
operational costs while damaging SCADA systems [10].
The second set of strategies, such as the load redistribution
attacks, disturb performance due to changes in loads, line
currents, and measurements, hence increasing the cost of
operation tremendously and even risking compromise on
the reliability of the power system [11]. These findings bring
out in clear terms the critical need for robust security mea-
sures to protect against such diverse and impactful threats.

False data injection attack (FDIA) is one of the most
sophisticated cyber-attacks on smart grids. This attack should
be understood in terms of targeting primary systems and
specific subsystems in a smart grid, as compromising them
will have direct implications for their operation in terms of
physical infrastructure and economic stability [12].

These important challenges of cybersecurity in the smart
grid have been addressed by researchers, who have identified
two major methodologies to detect and mitigate FDIAs:
Model-based detection approach and data-driven detection
approach. These strategic methods are very critical to ensur-
ing operational stability and security in power grids to pre-
vent catastrophic failures and huge economic losses [13].

Model-based detection approach leverages the implicit
physical and operational models of a power system in detect-
ing anomalies. In essence, this strategy identifies the discre-
pancies between the observed data and what should be
happening within the grid’s operations that could indicate
a cyber-attack. State estimation methods belong to this cate-
gory, which consist of anomaly detection employing network
configurations and measurements [14]. Several research
works have employed model-based methods, including rela-
tively complex techniques like the Kalman filter and the
Hilbert–Huang transform. Aforementioned techniques are
of the subcategory model-based since they incorporate the
underlying systemmodels and operational dynamics to iden-
tify anomalies that may indicate the onset of cyber-attacks in
mitigating the sophisticated threats that FDIAs present to
smart grids. For instance, a dynamic state estimation tech-
nique called the Kalman filter has dominated the power sys-
tems area in the detection of subtle changes that are
indicative of FDIAs [15]. Similarly, some researchers have
applied the Hilbert–Huang transform in an attempt to iden-
tify spectral energy changes in voltage and current signals in
smart DC microgrids with success, providing a robust way of
detecting and diagnosing FDIAs in real-time [16]. These
model-based approaches are, hence, important in offering
reliable defense against the evolution of cyber threats to
energy systems.

The data-driven approach to detection makes use of
machine learning and statistical analysis to learn from his-
torical data in search of patterns or anomalies that could
indicate cyber-attacks [17]. In contrast to the model-based
approach, it does not need the physical models of the grid but
rather the changing patterns in the data. As such, it becomes
very effective against new and evolving attack vectors.
Crucial among them would be the machine-learning models
that will implement supervised and unsupervised learning
algorithms to detect data tampering, while the methods for

statistical anomaly detection will use statistical methods to
identify unexpected changes within grid data that may indi-
cate the presence of FDIAs [18, 19].

Lu et al. [20] applied a convolutional neural network
(CNN) based on representation learning and made it possi-
ble for intelligent localization and recovery after attacks in
cyber-physical power systems. They have integrated this
data-driven detection approach with the model-based recov-
ery approach through the minimum mean squared error
estimator for the efficient restoration of system functionali-
ties from an attack. It is a method that not only improves the
accuracy of attack localization but also features quick and
reliable system recovery, balancing innovative detection
techniques with robust recovery processes. Jiang et al. [21]
investigated a model-free reinforcement learning approach
in a partially observable Markov decision process framework
for detecting FDIAs in state estimation. Basically, the main
idea in this paper is data-driven methodology in which inter-
acting policies adapt through interaction with the environ-
ment and require no predefined models of attacker behaviors
or dynamics of the system. Ünal et al. [22] applied different
state-of-the-art machine-learning algorithms, such as sup-
port vector machines (SVM), artificial neural networks
(ANN), and ensemble learning techniques, to electricity con-
sumption data for anomaly detection, which is an indication
of FDIAs. Particularly, in this paper, the authors emphasize
the role of big data technologies and distributed computing
frameworks that could bring in scalability advantages—very
important in dealing with large volumes of data produced by
smart grids. Cui et al. [23] developed a machine-learning-
based cyberattack detection method, capturing spatiotempo-
ral patterns using a graph Laplacian framework. Here, both
unsupervised and supervised machine-learning techniques
have been used to analyze system-wide measurements for
detecting anomalies indicative of cyberattacks. Mohammadi
et al. [24] proposed a new machine-learning classifier to
detect FDIA by changes in consumer behavior and demand
patterns in a P2P energy trading system. Gomathi et al. [25]
have compared several machine-learning models on their
effectiveness in detecting FDIAs using a dataset from smart
grid communication. In their case, the models compared are
Naive Bayes, k-nearest neighbor (KNN), SVM, logistic
regression (LR), decision trees, and random forest. With
the same approach, Abudin et al. [26] presented an analytical
survey on most machine-learning techniques for false data
injection detection in power grids and assessed their effec-
tiveness under different scenarios. The authors of this paper
compare SVM, KNN, ANN, ensemble methods, autoenco-
ders, and deep learning models—all of which have different
advantages in detecting anomalies in smart grid data. With
the same line of thought, Kermani et al. [27] deployed the
XGBoost method for the detection and correction of false
data in the energy balance to enhance operational efficiency
within interconnected local energy networks. Chen et al. [28]
applied graph neural networks and, in particular, used graph
edge-conditioned convolutional networks that consider
topology information besides node and edge features. The
methodology enables the use of structural data inherent in
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the power system network but often left underutilized in other
models. On top of data-driven methods for FDIA detection,
sophisticated enhancements come from evolutionary algo-
rithms such as differential evolution and gray wolf optimiza-
tion. Lu et al. [29] employed differential evolution to adapt the
system defenses dynamically in a real-time fashion, merging
data-driven responsiveness with model-informed adaptability.
Similarly, Dehghani et al. [30] used a gray wolf optimization
algorithm to fine-tune deep models in an attempt to optimize
their performance for robust FDIAdetection inDCmicrogrids.

Building upon the advancements in FDIA detection
through sophisticated data-driven and model-informed meth-
odologies as explored, this paper presents a refined approach
using machine-learning algorithms such as decision trees,
KNN, and SVM. Table 1 compares these methods against vari-
ous techniques, highlighting their effectiveness in detecting and
predicting unusual data activities. Leveraging the DC load dis-
tribution model enhances the efficiency of real-time data anal-
ysis, significantly reducing the processing burden and boosting
the detection of data thefts. This approach addresses the chal-
lenges within the smart grid security domain, where smart grids
utilize physical measurements and state variables collected
every few seconds to assess grid status. Traditional solutions
often falter against complex cyber threats like malware or mali-
cious data injections, underscoring the critical need for robust
security measures to counter diverse and sophisticated cyber
threats in smart grids. Our comparative analysis using an IEEE
five-bus network dataset showcases the superior accuracy of
these methodologies.

The remainder of the paper is organized as follows:
Section 2 reviews different kinds of cyber-attacks on the smart
grid, while Section 3 presents its modeling for understanding
possible vulnerabilities. In Section 4, various state estimation
techniques that can be applied for the detection of anomalies
are discussed. Section 5 investigates the consequences of mali-
cious data on grid operations. In Section 6, algorithms for the
detection of FDIA are presented and evaluated. The results
and efficiency of the methods are analyzed in Section 7, fol-
lowed by their comparative evaluation against benchmark
methods in Section 8. Finally, Section 9 concludes this paper
with a summary of the findings and future research directions.

2. Attacks on Smart Grids

At the moment, electric power is the most vital type of energy
in the world. With the use of advanced power grids, the
security systems ensure a continuous power supply. Physical
and cybersecurity is part of the modern power system. Phys-
ical security is aimed at ensuring the power system resists
severe disturbances, while cybersecurity ensures the safety of
computer systems and associated communication networks.
The growing application of information technology has
increased the potential risk of cyber-attack threats to a mod-
ern power system. FDIA has long been recognized since 2009
as one of the important classes of cyber-attacks that can
inflict damage on power system state estimation [31]. In
case of success, an FDIA is capable of compromising the
control center’s decision-making by feeding it the wrong

data, which may result in major physical or financial damages
to power systems, as shown in Figure 1. Figure 1 illustrates the
various aspects of an FDIA on a smart power grid, which is an
example of a critical infrastructure network. A number of
attackers are placed around the central hub for any smart
grid—a control center—in the middle. Connected to various
segments of the power grid, a control center becomes the prime
target for such cyber-attacks. Each attacker, at vantage points
all around the power grid, symbolizes the distributed nature of
cyber threats, all of which can emanate from a number of
sources. This clearly points to various attacks against the dif-
ferent nodes of grid data communication and dispersion in
place at power generation, transmission, and distribution facil-
ities. Cyclic arrows indicate not only that grid operational pro-
cesses are continuously interacting with each other and the
control center but also where data interference by attackers
can be expected. The graphical representation underlines the
vulnerabilities of the cyber-physical interface of smart power
systems and shows that robust cybersecurity measures shall be
undertaken to mitigate related threats.

Figure 2 gives a schematic overview of the foundational
research elements needed to understand and combat FDIA
in power systems. Three primary vectors of attack exist, as
can be noted from the flowchart: limited access to meters,
incomplete information, and manipulated topology—what
an attacker can use to inject malicious data into the system.
The central element “FDIA” is the focal point from which
these different research strands are fanning out, which sug-
gests its central role in the study of cybersecurity within
smart grids. The diagram breaks down into three significant
areas of research: theoretical, which deals with the design of
feasible injected data vectors that would remain undetected;
defensive research, further divided into major and minor
strategies for the protection of the grid; and practical impact
on key system elements of FDIAs such as SCADA, energy
management system, and monitoring management system.
This structured representation will not only provide a road-
map for the critical areas of FDIA research. Still, it will also
integrate theoretical and practical perspectives under one
umbrella of the defense strategy against such cyber threats.

3. Modeling a Smart Power Grids

Dispatching equations, which express the energy distribution
in all transmission lines, are employed in the state estimation
process. The load distribution in the AC dispatching model is
based on nonlinear equations that take reactive and active
power into account. Because the equations are linear, employ-
ing the DC dispatching model is a more stable and convenient
approach, even though it is less precise than the AC model.
The active power that is transferred in the DCmode from the
ith bus to the jth bus in Figure 3 is given by Equation (1):

Pij ¼
ViVj

Xij
sin θi − θj

À Á
: ð1Þ

In the electrical network with n buses, the m bus has a
voltage of Vi and a phase angle equal to θi, and XIJ shows the
reactance between the m bus and the j m bus in the power
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network. It should be noted that in DC dispatching, it is
assumed that the voltages are equal to one. For the case
where the difference ðθI − θJÞ : between both buses of the
network is small, we have the following:

Pij ¼
θi − θj
À Á

Xij
; ð2Þ

p xð Þ ¼ p1 xð Þ; p2 xð Þ…:pm xð Þ½ �T : ð3Þ

The vector n of X¼ ½θ1::::θm�T is called the system state
vector, which is the vector of the phase angle of the busbars
in the electric network, and the vector of mZ¼ ½z1::::zm�T is
the observation vector in the control center.

In DC dispatching, the vector pðxÞ : ¼ ½p1ðxÞ :, p2ðxÞ :…:
pmðxÞ :�T is a nonlinear relationship between the observation
vector z and the x vector. Therefore, the active power mea-
sured inm branches of the power grid can be described as the
following equations:

z ¼ p xð Þ þ e; ð4Þ

H ¼ pij
Â Ã

max; ð5Þ

where the vector e¼ ½e1…:em�T is the vector of observation
noise of the system with Gaussian distribution and
zero mean.

Also, in the dispatching equations, H¼ ½pij�max the
Jacobian matrix with m× n dimensions, which is usually
expressed as Equation (6):

H ¼ ∂p xð Þ
∂xT

�
x¼0

¼ ∂pi xð Þ
∂xj

�����
xj−0

2
4

3
5: ð6Þ

This matrix is one of the most important system param-
eters that only the control center knows about it. Therefore,
observations in the control center are described in the form
of Equation (7):

Z ¼ Hx þ e: ð7Þ

As stated in the following sections, using the Matpower
plugin in MATLAB software, power distribution, z observa-
tion vector, x vector, and Jacobian matrix of the network can
be obtained for any system.

4. State Estimation in Smart Grids

Since the early 19th century, the concept of using least
squares mode estimation has been around. Its application

to aircraft challenges made significant strides in the 20th
century. State estimate uses a certain criterion that is mea-
sured by the system to assign a value to unknown system
state variables. Typically, statistical techniques are used to
estimate the system status, and variable measurement is
both redundant and incomplete. One way to estimate the
true values of the state variables is to maximize or minimize
a unique criterion. The standard and well-known criterion is
to reduce the sum of squares of the variance between the
measured and estimated values. If the measurements are
accurate and the system model is right, then the state esti-
mation results in the power systems state estimation problem
will also be correct. However, the measuring transducers
might not provide reliable measurements because they are
defective, improperly connected, or have an incorrect cali-
bration. Since there is no Gaussian error in the data gathered
from the controlled system for state estimation, the effective-
ness of the state estimators will be eclipsed by the data, and
the results will not be as expected. To ensure the accuracy
and effectiveness of the estimators, acquired data should be
disclosed, eliminated, or replaced before state estimate com-
putations if the measurement is inaccurate or contains a
significant error.

4.1. Estate Estimation Methods. Utilizing the data acquired
from the meters, statistical methods for estimating the state
estimate the unknown values based on the data. The esti-
mated values will also be inaccurate because these values are
not accurate. The correctness of the values is assessed using
the following criteria.

4.1.1. Maximum Similarity Criterion. The goal of maximiz-
ing the probability is that the estimate of the state variable x́
is equal to the true value of the state variable x (Equation (8)):

p x́ð ÞÞ ¼ x:
�

ð8Þ

4.1.2. Weighted Least Squares (WLS) Criterion. The goal is to
minimize the sum of the squares of the differences between
the estimated and actual measurements.

4.1.3. Minimum Variance Criterion. The objective is to
reduce the sum of squares of the difference between the
real vector’s comparable components and the estimated
components of the state variable vector.

4.2. Conventional Methods of State Estimation in Power
Networks

4.2.1. Estimation by WLS Method with the Maximum
Similarity. Based on maximum similarity, the estimator
assumes that the probability density function corresponding
to the random errors in the measurement is known. In esti-
mators based on least squares, it is not necessary to know the
probability density function for measurement errors. How-
ever, if the above density is assumed to have a normal distri-
bution, we reach the same estimation relationship. The goal
is to obtain an estimate based on the maximum similarity

Vi = vi < θi Vj = vj < θjZij = R + jXij

FIGURE 3: Busbars i and j in a branch of the electrical network.
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criterion, assuming a normal distribution for the measure-
ment errors. Therefore, it is necessary first to introduce the
concept of randommeasurement error. It is assumed that the
measurements have an error, which means that the value
obtained from the measuring device is close to its actual
value. According to Equation (9), if zmeas is the measured
value of a quantity, ztrue is its actual value, and η is the
random error of measurement, then we have the following:

ztrue ¼ zmeas þ η; ð9Þ

where η is a random number that shows the uncertainty in
the measurement, and its density function is usually consid-
ered as a normal distribution with zero mean:

DF ηð Þ ¼ 1

σ
ffiffiffiffiffi
2π

p exp
−η2

2σ2

� �
; ð10Þ

where σ is called the standard deviation, and σ2 is the vari-
ance of the random number. Note that σ can express the
amount of measurement error. If σ is large, the measurement
is relatively imprecise (the measuring device is weak), and a
small value of σ indicates a low error percentage (the mea-
suring device has better quality).

4.2.2. Concepts of Maximum Similarity. Based on the maxi-
mum similarity method, an estimate of x (called xest) should
be found to maximize the probability of its occurrence. The
probability density function zmean

1 is as Equation (11):

PDF zmean
1ð Þ ¼ 1

σ
ffiffiffiffiffi
2π

p exp
− zmean

1 − ztrue1ð Þ2
2σ2

� �
: ð11Þ

In this method, the estimation of the unknown parame-
ter based on the maximum similarity is always expressed as a
value of the main parameter that minimizes the sum of
squares of the difference between the measured value and
the actual value expressed as a function of the desired
unknown parameter. Therefore, according to Equation (12):

minxj xð Þ ¼ ∑
Nm

i¼1

zmeas
i − fi xð Þð Þ2

σ2i
; ð12Þ

where σ2i is the measurement variance of the ith step; jðxÞ : is
the objective function, zmeas

i is the measured quantity of the
ith step, Nm is the number of independent measurements,
and fi is the function that is used to calculate the measure-
ment value of the ith step.

4.2.3. Matrix Relation. If we write the function fiðx1; x2;
…xNs

Þ : as Equation (13):

fi xð Þ ¼ fi x1; x2;…xNs

À Á¼ ht1x1 þ ht2x2 þ…þ htNs
xNS

:

ð13Þ

5. Malicious Data

Malicious data is any inaccurate information inserted into
the estimator. Identifying and, if feasible, eliminating them is
one of the state estimator’s primary objectives. Errors can
arise from a variety of sources in measurements. The poor
accuracy of communication equipment and measurements is
typically the cause of random errors. The estimator filters such
errors if sufficient data is supplied for the estimation. The state
estimate approach determines how these filters work. Defective
or damaged connections are among the variables that can lead
to significant measurement errors in measuring equipment.
Moreover, substantial variances and mistakes in recording
values might result from communication system malfunctions
and noise produced by unforeseen interferences. Furthermore,
significant variances and inaccuracies in recording values
might result from communication system failures as well as
noise produced by unforeseen interferences. Furthermore,
incorrect topology information—also referred to as malicious
data in the state estimator—may falsify a state estimator. Before
the estimating process begins, some of these data can be found
and eliminated using standard testing. Malicious data can be
detected by huge variations between the input and output cur-
rents of a substation node and by negative voltage measure-
ments that are several orders of magnitude greater or smaller
than expected values. Indeed, not all bad data types can be
quickly identified using these techniques; as a result, state esti-
mators must incorporate more complex features to recognize
and detect any invalid data. However, the state estimate
approach employed determines how to identify and fix faulty
data. The appearance of faulty data can vary based on the
location and quantity of measurements. Two broad categories
can be used to categorize these data:

(1) Single faulty data: This condition arises when there is
only one measurement in the system that has a sig-
nificant inaccuracy.

(2) Multiple faulty data: This situation arises when there
are multiple incorrect measurements in the system. It
might happen in measurements where there is a
strong or weak association between the parameters
under investigation. Strongly correlatedmeasurement
errors have a significant impact on the estimated
values of the measurements, which are seriously jeop-
ardized if a system error occurs. However, in mea-
surements with weak correlation, error effects are
typically negligible.

Furthermore, malicious data may lead to coordinated
errors; in such a scenario, the faults coincide, potentially exac-
erbating the problem andmaking its detectionmore challeng-
ing. Thus, multiple types are divided into three groups:

(1) Noninteractive, numerous invalid data: In this sce-
nario, the data are typically found in measurements
with low correlation and do not affect one another.

International Journal of Energy Research 7
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(2) Inconsistent multiple interactive faulty data: Mea-
surements that exhibit a high correlation with incon-
sistent faulty data.

(3) Corresponding faulty data: In cases where there is a
strong correlation, inaccurate data tends to be con-
sistently present.

6. Detection of FDIA with Algorithm

6.1. Algorithm Solution

6.1.1. Alternative Machine-Learning Techniques. A variety of
machine-learning methods have distinct advantages when it
comes to identifying and resolving FDIAs in the context of smart
grid cyber-security. Three such techniques are principally inves-
tigated in this study: SVM, KNN, and decision trees.

Decision Trees: A decision tree is a structure that resembles
a flowchart, in which each internal node stands for an attribute
test, each branch for the test’s result, and each leaf node for a
class label. The routes connecting the root and the leaf signify
the rules for classification. The simplicity, interpretability, and
ease of this method implementation make it advantageous.

KNN: This nonparametric technique is applied to regression
and classification. The majority label among the closest neigh-
bors is chosen for FDIA detectionwhen the distance between the
test sample and certainK points in the feature space is computed.
KNN is prized for its ability to handle multiclass scenarios well
and for being resilient to noisy training data.

SVM: It can be applied to regression, classification, and
other tasks by building a hyperplane or set of hyperplanes in
a high-dimensional space. To provide a decision boundary
that is ideally spaced from any data point, the best hyper-
plane that divides all classes with maximum margin must be
found. SVM is especially helpful because of its excellent
accuracy in binary classification jobs and its kernel tricks
that allow it to handle nonlinear boundaries [50].

6.1.2. Methodology and Solution Algorithm. The method for
identifying FDIA in smart grids follows the phases listed below,
with an emphasis on classifying data into “manipulated” or
“healthy” categories using AI-based techniques:

(1) Data Preparation
Data Acquisition: Measure the system under normal
operating and compromised data integrity situations
using measurements obtained from the 5-bus IEEE test
system.
Labeling and Preprocessing: To guarantee consistency in
the model input, standardize features to have a zero mean
and a unit variance. Indicate by labeling the data if it
comes from a manipulated or unmanipulated dataset.
Feature Selection: Focus on characteristics that are espe-
cially manipulable and use domain expertise and explor-
atory data analysis to identify pertinent features that
make the most contributions to model correctness.
(2) Validation and Training of Models
Decision Tree: To find the ideal complexity that prevents
overfitting while retaining enough granularity to identify

anomalies, train the decision tree model at different
levels.
KNN: Using a validation set, assess the model’s perfor-
mance over a range of variables to determine the ideal
number of neighbors (k).
SVM: To begin, train the SVM using a linear kernel. If
required, then investigate nonlinear kernels. Use cross-
validation to optimize themargin and penalty parameters.
Algorithm 1 represents the pseudo-code of our approach
in this paper.

6.2. Designing an FDIA Vector in a Smart Power Grid. In
Section 4, the computation of the observation vector z was
briefly covered. If an FDIA targets a smart power grid, the
system model can be described as follows:

z ¼ Hx þ eþ a; ð14Þ

where a is the attack injected vector. The important feature
of this data vector is its thinness because the attacker can
only control a small number of measuring devices. When the
ith measurement is under the attacker’s control, a= 0.

In general, data attacks are divided into two categories:
covert attacks and detectable attacks. In the covert attack, the
attacker has full knowledge of the system structure and parame-
ters, especiallyH. As a result, for the control center to be unsuc-
cessful in detecting the attack, it enters desired data as a¼Hc.
Therefore, according to Equation (15), the control center mis-
takenly detects xþ c instead of estimating x:

z ¼ Hx þ eþ a¼ Hx þ Hcþ e¼ H x þ cð Þ þ e: ð15Þ

According to [22], the detection of invalid data is done by
the conventional method of residual analysis. In this method,
to detect the presence of invalid data, the residual is com-
pared with a threshold value. Accordingly, if the manipulated
measurement is injected into the DC state estimate, the esti-
mator will provide a wrong state variable because the resid-
ual of the postattack measurement will be as Equation (16):

rbad ¼ zbad − bzbad ¼ zbad − Hbxbad ¼ z þ a − H bx þ cð Þ
¼ z þ a − Hbx ¼ r:

ð16Þ

This type of attack is called undetectable because the
measurement residual will not increase after injecting the
wrong data into the system; therefore, conventional methods
cannot detect data injection attacks.

6.3. Under Study Network Specifications. This section dis-
cusses the preparation of the test system to test the perfor-
mance of the proposed method. In this research, the IEEE
five-bus network, whose diagram is shown in Figure 4, has
been selected as the test environment for the proposed
method to detect FDIAs. The information on the lines and
buses is presented in Table 2. In this network, m= 11 and
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Input: Measurement data from the 5-bus IEEE network

Output: Classification results for each technique indicating “Healthy” or “Manipulated”

1: Load dataset containing measurements from the IEEE 5-bus system

2: Data Preprocessing:

a. Standardize features to zero mean and unit variance

b. Label the data as “Healthy” or “Manipulated”

3: Feature Selection:

a. Apply filter methods like Chi-Squared, Mutual Information to select top N features

b. Validate feature selection by assessing the impact on model performance through cross-validation

4: Split the data into training and testing subsets (e.g., 75% training, 25% testing)

5: Define Machine-Learning Models:

a. SVM_Model=Train SVM using optimal hyperparameters found through grid search

b. KNN_Model=Train KNN with k determined via cross-validation for best accuracy

c. DT_Model=Train Decision Tree at an optimal depth, also determined via cross-validation

6: Train each model on the training dataset

7: Define a unified detection function:

function detect_fdia (test_data, models):

results= {}

for model_name, model in models.items():

prediction=model.predict (test_data)

results[model_name]= “Manipulated” if prediction== “Manipulated” else “Healthy”

return results

8: Evaluate each model on the testing dataset:

- Compute performance metrics such as accuracy,

- Compare model performances to select the best performing technique

9: Apply the detection function on test data to classify each sample:

test_results= detect_fdia (test_data, { “SVM”: SVM_Model, “KNN”: KNN_Model, “DT”: DT_Model })

10: Output the classification results from test_results End Algorithm

ALGORITHM 1: Enhanced FDIA detection in smart grids using multiple ML techniques.

25 MVAR
50 MW

80 MVA30 MW
XS = j0.0001 p.u

XS = j0.0001 p.u
20 MVAR
45 MW

20 MVAR
50 MW

80 MVAR

1

2

3

4

5

FIGURE 4: Five-bus IEEE network.
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n= 5, DC dispatching is considered, and its related relations
are described. The network topology matrix (H) is calculated
using the Matpower plugin in MATLAB software.

After calculating the matrix (H) based on a¼Hc in the
previous section, the matrix of the attack vector is calculated
according to the different values of the vector c, which is
equal to (c¼ ½c1c2c3c4�T) in the network with five buses.
Using the relation Equations (17) and (18), the number of
specific states that can be designed from the values of attack
vector c is 15 states. These states are shown in Table 3, and in
Table 4 as an example, the numbers of these vectors in one
lunch of the program are presented for each mode (in these
two tables, K is the number of network measurements that
the attacker is able to manipulate).

c n; kð Þ ¼ n!
k! n − kð Þ ; ð17Þ

4

1

� �
þ 4

2

� �
þ 4

3

� �
þ 4

4

� �
¼ 4þ 6þ 4þ 1¼ 15:

ð18Þ

These modes are considered to check the power of attack
detection for different attack vectors created by combining

different modes of manipulated information. Also, checking
the impact of the information damage of one bus on the
information damage of other buses is analyzed and investi-
gated in a power network.

7. Results and Discussion

Two thousand measurement samples have been taken from a
network with five busses to check the detection power of the
proposed algorithms, half of which is considered valid data
and the other half as manipulated data. Based on the number
of measurements that are attacked each time the sample is
taken, the attack vector is created according to the equations
mentioned in the previous section and is added to the valid
data. Also, to classify the obtained data, it is necessary to label
both groups. Therefore, from these 2,000 samples, 1,000 of
them, which are related to healthy data, are labeled as (one),
and the other 1,000, which are related to the manipulated
data, are assigned the label (two). It should be noted that 75%
of this data was used for training and 25% for testing. In this
part, based on the proposed classification algorithms, dia-
grams related to the analysis of attack detection power are
drawn for different states of the attack vector, and then the
performance of each algorithm is reviewed and evaluated.

7.1. Criteria for Evaluating the Accuracy of Algorithms. True
positive, true negative, false positive, and false negative are

TABLE 2: Test network information.

a. The information of the tested network buses

Bus PV Assumed bus voltage
Generation Load

MW MVAR MW MVAR

1 1.06+ j0.0 0 0 0 0
2 1.0+ j0.0 40 30 20 10
3 1.0+ j0.0 0 0 0 15
4 1.0+ j0.0 0 0 0 15
5 1.0+ j0.0 0 0 0 15

b. The information of the tested network lines

Bus PQ
Line impedance Zpq Line charging

ffiffiffiffiffiffiffiffiffiffiffiffi
Ypq=2

p
R (p.u) X (p.u)

1–2 0.02 0.06 0.0+ j0.015
1–3 0.08 0.24 0.0+ j0.025
2–3 0.06 0.25 0.0+ j0.020
2–4 0.06 0.18 0.0+ j0.020
2–5 0.04 0.12 0.0+ j0.015
3–4 0.01 0.03 0.0+ j0.010
4–5 0.08 0.24 0.0+ j0.025

c. MW limit for the branches in the tested network
Line MW limit (p.u)

1–2 0.8
1–3 0.3
2–3 0.2
2–4 0.2
2–5 0.6
3–4 0.1
4–5 0.1

10 International Journal of Energy Research
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represented, respectively, by TP, TN, FP, and FN in
Equation (19). The accuracy of the Acc detection performance
is taken into consideration if there are an equal number of
attacked and healthy samples in the training data.

Acc¼ TPj j þ TNj j
TPj j þ TNj j þ FPj j þ FNj j : ð19Þ

Nevertheless, if the sampling is unstable, the number of
attacked samples is significantly more or less than the num-
ber of healthy samples; in this case, Equation (20) is used to
evaluate the performance of the detection accuracy.

F1 ¼
2 TNj j

2 TNj j þ FPj j þ FNj j : ð20Þ

There is always a potential attack vector that can intro-
duce false information into the power grid covertly if k≥m
− n+ 1. In this relationship,m and n stand for the number of
measurements and state variables, respectively, and K is the
number of measurements that the attacker can change. Con-
versely, the attack can be identified if the attacker can alter
fewer measurements than m− n+ 1. This paper and most
other FDIA studies often employ the p= k/m ratio to examine
the attack detection performance. The diagnostic perfor-
mance is assessed by various values of p to verify attack detec-
tion along various attack vectors in real-world scenarios.

7.2. Evaluation of KNN Detection Accuracy. In this part, the
detection accuracy of the KNN algorithm for different values
of k and all the different states of the attack vector (K) (listed
in Table 3) is drawn in Figures 5, 6, 7, 8, 9, 10, and 11.

According to Figures 7, 8, 9, 10, and 11, with the increase
of k (from mode 1 to mode 6), the detection accuracy of the
KNN algorithm increases. From mode 7 to 10, with the
increase of k, the detection accuracy is almost fixed.

Nevertheless, it can be seen that frommode 10, the detec-
tion accuracy gradually decreases with the increase of the
value of k. With a general review of all modes, it can be
seen that the lowest detection accuracy is in the first mode,
and as it reaches the last graphs, the detection accuracy is
improved, and the last mode has the best detection accuracy.
Figure 12 is averaged for 16 states of the attack vector (in
test mode).

To better understand this matter and find the appropriate
k, in Figure 13, the accuracy of this algorithm in attack detec-
tion is drawn by considering k¼ð7; 5; 3Þ: as a constant in
terms of p in the test mode. In other words, the same number
of data is manipulated, the accuracy of detection of these
states is averaged, and results are presented according to the
accuracy of detection. According to Figure 13, it can be seen
that when the number of manipulated data is less than
k¼ 7, the algorithm has better accuracy. However, with the
increase of p, the accuracy improves when k¼ 3, as shown
in Table 5.

7.3. Evaluation of Decision-Tree Detection Accuracy. In this
part, the detection accuracy of the decision tree algorithm for
different depths in this algorithm for each of the different
states of the attack vector (K) specified in Table 3 is drawn in
Figures 12, 14, 15, 16, 17, and 18.

Figures 12, 14, 15, 16, 17, and 18 show that with the
increase in depth and K, the algorithm’s detection accuracy
has improved in all cases.

In Figure 19, the detection accuracy of this algorithm for
depth changes from 1 to 20 are plotted according to the
average accuracy in the presence of different attack vectors
in training and testing modes. Accordingly, it can be seen
that the algorithm’s accuracy improves with the depth of 1–9.
found and then fixed.

Also, in Figure 20, the accuracy of FDI targeted attack
detection for the decision tree algorithm at depths 5, 7, and 9
is drawn in terms of different p values. As can be seen, this
algorithm has better accuracy in the depth of 9.

TABLE 3: Possible values for vector c.

Different modes for (k) k c1 c2 c3 c4 c¼ ½c1c2c3c4�T a¼Hc¼ ½a1a2a3a4a5a6a7a8a9a10a11�T
1 5 c1 0 0 0 c¼ ½c1000�T ½a100a400a7a8a900�T
2 5 0 c2 0 0 c¼ ½0c200�T ½00a3a4a500a8a9a100�T
3 7 0 0 c3 0 c¼ ½00c30�T ½0a200a5a6a70a9a10a11�T
4 5 0 0 0 c4 c¼ ½000c4�T ½00a300a6a700a10a11�T
5 7 c1 c2 0 0 c¼ ½c1c200�T ½a100a4a50a7a8a9a100�T
6 10 c1 0 c3 0 c¼ ½c10c30�T ½a1a20a4a5a6a7a8a9a10a11�T
7 9 c1 0 0 c4 c¼ ½c100c4�T ½a10a3a40a6a7a8a9a10a11�T
8 9 0 c2 c3 0 c¼ ½0c2c30�T ½0a20a4a5a6a7a8a9a10a11�T
9 9 0 c2 0 c4 c¼ ½0c20c4�T ½00a3a4a5a6a7a8a9a10a11�T
10 8 0 0 c3 c4 c¼ ½00c3c4�T ½0a2a30a5a6a7a8a9a10a11�T
11 10 c1 c2 c3 0 c¼ ½c1c2c30�T ½a1a20a4a5a6a7a8a9a10a11�T
12 10 0 c2 c3 c4 c¼ ½0c2c3c4�T ½0a2a3a4a5a6a7a8a9a10a11�T
13 11 c1 0 c3 c4 c¼ ½c10c3c4�T ½a1a2a3a4a5a6a7a8a9a10a11�T
14 10 c1 c2 0 c4 c¼ ½c1c20c4�T ½a10a3a4a5a6a7a8a9a10a11�T
15 11 c1 c2 c3 c4 c¼ ½c1c2c3c4�T ½a1a2a3a4a5a6a7a8a9a10a11�T
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FIGURE 5: KNN detection accuracy for K= 5: (a) train mode and (b) test mode.
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FIGURE 6: Nearest neighbor algorithm detection accuracy for K= 7: (a) train mode and (b) test mode.
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7.4. Assessing the Accuracy of Detection of FDIAs Using
Benchmark Algorithms

7.4.1. Detection of Bad Data Injection Attack with SVM
Algorithm. With the aim of separating a data set into two
classes, linear classification methods try to do the task by
proposing a hypersurface (a linear equation). This method
can classify collected data into two groups (valid and

manipulated data). The SVM is one of the linear classifica-
tion methods that greatly finds the best hypersurface that
separates the data of two classes with the maximum distance.

The detection accuracy of this algorithm for each mode
of the attack vector and K (given in Table 3) is presented in
Table 6, and the results are illustrated in Figures 21 and 22.

According to the diagram, the detection accuracy of this
algorithm is between 0.50 and 0.80, which is much lower
than the proposed algorithms.

7.4.2. Linear Discriminant Analysis (LDA) Algorithm. To
separate classes of objects, this statistical technique uses a
linear combination of attributes, and it is commonly used
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FIGURE 12: Accuracy of the decision tree algorithm for K= 5: (a) test mode and (b) train mode.
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TABLE 5: Detection accuracy of KNN algorithm in terms of p, K.

K, p K K= 3 K= 5 K= 7

K= 5 p= ./45 0.855 0.870 0.855
K= 7, p= ./63 0.855 0.865 0.865
K= 8, p= ./72 0.956 0.954 0.951
K= 9, p= ./81 0.942 0.936 0.936
K= 10, p= ./9 0.964 0.962 0.961
K= 11, p= 1 0.984 0.983 0.980
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FIGURE 14: Accuracy of the decision tree algorithm for K= 7: (a) test mode and (b) train mode.
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FIGURE 16: Accuracy of the decision tree algorithm for K= 9: (a) train mode and (b) test mode.
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in machine-learning and pattern recognition. A linear com-
bination of multiple features is expressed by an independent
variable, which is strongly related to regression analysis and
variance analysis. A class label serves as this independent
variable in LDA. LDA and principal component analysis
are closely related techniques that search for a linear

combination of variables that best describes the data. To
achieve the highest interclass and lowest intraclass disper-
sion, the LDA approach depicts the vector data in a space
with smaller dimensions. Table 7 displays the LDA detection
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FIGURE 17: Accuracy of the decision tree algorithm for K= 10: (a) test mode and (b) train mode.
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FIGURE 18: Accuracy of the decision tree algorithm for K= 11: (a) test mode and (b) train mode.
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accuracy of the fake data injection assault for each attack
vector state as well as K, which is specified in Table 3. These
values are used to generate the graph in Figure 23.

According to the drawn graphs, it can be seen that the
detection accuracy of this algorithm is between 0.35 and
0.60, and this accuracy is much lower than the proposed
algorithms.

7.4.3. LR Algorithm. LR is a statistical technique that cate-
gorizes data according to the input field values. For problems
with two distinct categories, this strategy can be used for
binomial models; for problems with more than two catego-
ries, it can be applied to polynomial models. Figure 24 shows
that LR connects the values of the input variable to the like-
lihoods of every potential category for the output variable by
constructing a system of equations. The model can be used to
estimate the probabilities of fresh data sets once it has been
created. Each data set has a membership probability for each
potential output category; the predicted output value for a
given state is determined by selecting the target category with
the highest likelihood.

TABLE 6: SVM algorithm detection accuracy in terms of K.

SVM
testing

SVM
training

K

0.57 0.57 5
0.52 0.43 5
0.52 0.55 7
0.55 0.59 5
0.60 0.59 7
0.61 0.62 10
0.58 0.59 9
0.57 0.57 9
0.57 0.57 9
0.79 0.79 8
0.58 0.57 10
0.58 0.56 10
0.63 0.64 11
0.65 0.64 10
0.81 0.79 11
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FIGURE 21: SVM algorithm detection accuracy for different attack
vectors.

TABLE 7: Detection accuracy of LDA algorithm in different modes of
attack vector.

Mode LDA testing LDA training

Mode 1 0.45 0.52
Mode 2 0.43 0.53
Mode 3 0.46 0.53
Mode 4 0.56 0.58
Mode 5 0.44 0.53
Mode 6 0.47 0.52
Mode 7 0.49 0.53
Mode 8 0.49 0.54
Mode 9 0.42 0.54
Mode 10 0.39 0.50
Mode 11 0.46 0.48
Mode 12 0.48 0.51
Mode 13 0.41 0.52
Mode 14 0.42 0.48
Mode 15 0.42 0.47

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

0.45 0.63 0.72 0.81 0.9 1

A
cc

ur
ac

y

p

SVM

SWM train
SWM test

FIGURE 22: SVM algorithm detection accuracy in terms of p.
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FIGURE 23: Detection accuracy of LDA algorithm in different states
of the attack vector.
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LR models typically have very high accuracy. These mod-
els predict probability for all variable categories and can
operate with symbolic or numerical input variables. Table 8
presents the detection accuracy of the LR method for each
attack vector mode and K. Figure 25 is then constructed
based on these data.

As a result, it is evident that this algorithm’s detection
accuracy is substantially lower than the other approaches,
ranging from 0.30 to 0.60.

8. Evaluation and Comparison

The previous section discussed modeling a smart power grid,
attack vector design, and the proposed method in detail. The
required measurements are extracted in this section using
IEEE standard data. The network topology matrix is

4.5
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4.0
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5.0 5.5 6.0 6.5 7.0 7.5 8.0

FIGURE 24: Classification using logistic regression algorithm.

TABLE 8: Detection accuracy of LR algorithm in different modes of attack vector.

Mode Logistic regression classifier testing Logistic regression classifier training

Mode 1 0.44 0.52
Mode 2 0.45 0.52
Mode 3 0.47 0.54
Mode 4 0.56 0.60
Mode 5 0.48 0.53
Mode 6 0.44 0.50
Mode 7 0.49 0.54
Mode 8 0.55 0.55
Mode 9 0.55 0.55
Mode 10 0.40 0.46
Mode 11 0.37 0.45
Mode 12 0.43 0.49
Mode 13 0.43 0.49
Mode 14 0.38 0.46
Mode 15 0.34 0.40
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FIGURE 25: Detection accuracy of LR algorithm in different states of
the attack vector.
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calculated based on the desired network in MATLAB soft-
ware, and the attack vector is injected into the measure-
ments. Then, the FDIA is investigated and identified using
the proposed methods. By comparing the two proposed algo-
rithms with other commonly used methods in the classifica-
tion field evaluated in this article, it was seen that the
accuracy of these two algorithms is much more favorable
than other methods. According to the obtained results, the
diagram of the KNN algorithm with k= 3 and the decision
tree algorithm with a depth of 9 are the best answers. As can
be seen, the decision tree algorithm equals 0.45, 0.63, and the
nearest neighbor algorithm equals 0.72, 0.9, 1 as the highest
accuracy.

Figures 26 and 27 show the diagram of the KNN algo-
rithm with k= 3 and the decision tree algorithm with a depth
of 9. As can be seen, the decision tree algorithm with a depth
of 9 in p is equal to 0.45 and 0.64, and the nearest neighbor
algorithm with k= 3 in p is equal to 1.9 and 72.

According to the plotted graphs, it is quite clear that the
detection accuracy increased with increasing value for both
algorithms. This shows that the detectors are able to detect
attacks, which cause more severe disturbances in the system.

9. Conclusion

The innovation of smart power grids brings huge challenges
and initiatives in the industry, where the issue of security is
the biggest concern of this technology. In smart power grids,
there are two types of data such as physical measurements
and state variables. This innovation is collected every 2–4 s
and used to estimate the network status. From the investiga-
tions of the modeling of a smart electricity network and the
design of the attack vector with the proposed method and
based on the desired network, the network topology matrix
was calculated in MATLAB software, and the attack vector
was injected into the measurements. Then, using the pro-
posed methods, it was investigated and identified the FDIA.
By comparing the two proposed algorithms with other
widely used methods in the field of classification that were
evaluated in this article, it was seen that the accuracy of these
two algorithms is much more favorable than other methods.
According to the best depth for the decision tree algorithm
and k for the KNN algorithm, it is drawn with k= 3 and the
decision tree algorithm with a depth of 9. As can be seen, the
decision tree algorithm with a depth of 9 in p is equal to 0.45
and 0.64, and the nearest neighbor algorithm with k= 3 in
p is equal to 0.72, 1.9, and 0.64.

Data Availability
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