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In the field of information security, passwords are a means of authenticating users. Passwords with weak security cannot perform
the role of user authentication and personal information protection because confidentiality is easily violated. To ensure con-
fidentiality, it is important to evaluate the strength of the password and choose a very secure password. Due to this fact, security
evaluation models for various passwords have been presented. However, existing evaluation models evaluate security based on the
English alphabet. Passwords depend on the memory of the user and are closely related to the language or environment used by the
user. In this regard, there are limitations in applying the existing security evaluation models to passwords chosen by non-English
speakers. We compose a non-English, Korean language-based password dictionary and propose a password security evaluation
model based on this for Korean users. In addition, to verify the effectiveness of the proposed model, we conducted experiments to
evaluate the security of Korean language-based passwords using a database of passwords that have been actually leaked. As a result,
the proposed model showed 99.38% accuracy for Korean language-based leaked passwords. This is superior to the 80.06%
accuracy shown by the existing model. In conclusion, the use of the Korean language-based password security evaluation model
proposed in this paper will contribute to choosing more secure passwords for Korean language-based sites or users.

1. Introduction

Password-based user authentication methods are a powerful
means of protecting the private information of users in the
field of information security [1, 2]. When choosing a
password, security and convenience conflict [3, 4]. For
example, although complex passwords that combine num-
bers and special symbols like “toeq39bf@la” are inconve-
nient to use because they are difficult to remember, they are
safe because they are not easily inferred by others. On the
contrary, patterns that combine words in an English dic-
tionary with consecutive numbers, such as “password123,”
are easy to remember but can be inferred from a dictionary,
making them unsuitable for authentication functions due to
low security. Therefore, user convenience and security must
be considered when choosing passwords. Existing sites or
systems evaluate the security of easy-to-remember

passwords that the user selected and provide assistance in
enhancing security through these analysis results [5, 6].
The simplest way to evaluate the security of user-selected
passwords is to ensure that they do not choose already leaked
passwords [7]. By collecting leaked passwords and building a
database, it is possible to verify how many times the chosen
password has been leaked. However, this approach to se-
curity evaluation is difficult to apply in low-spec environ-
ments, such as web browsers and small IoT devices, since it
requires a very large set of leaked passwords, and lot of effort
is needed to collect leaked password sets. The security of the
password chosen by the user can be predicted through
password security evaluation indicators. This can be done by
implementing a password security evaluation model [8].
However, examples of existing evaluation models show
that a lot of weight has been placed on predicting the
security of English alphabet-based passwords for English-
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speaking users [9]. For example, the National Institute of
Standards and Technology (NIST) security guideline,
which is the most commonly used evaluation method,
predicts security by finding password complexity with
combinations of uppercase and lowercase letters, numbers,
and special symbols [10]. In addition, the zxcvbn evaluation
model, presented as an example in a password security
evaluation study by the University of Concordia, uses a
variety of elements, including keyboard arrangement and
English dictionaries, for security prediction [7]. Users tend
to choose passwords by adding or modifying letters,
numbers, and special symbols in character strings such as
words, sentences, and keyboard sequences they are familiar
with, since they have to remember the password [11]. At
this point, since the words or sentences on which the
password is based are deeply related to the language of the
country, existing English-based evaluation models are less
reliable when evaluating the security of passwords chosen
by non-English-speaking users. To address this, we need a
new password security evaluation model supplemented to
fit the local language.

Therefore, in this paper, we propose a non-English
evaluation model for password security strength based on
the Korean language. This model can be divided into the
formation of a dictionary for Korean language-based
passwords and the password security prediction process. If
the linguistic characteristics of the Korean language are
examined, characters are composed by combining chosung,
joongsung, and jongsung (initial consonants, vowels, and
final consonants). Since they can be combined in various
forms, the number of combinations for making a character is
very large, making security predictions difficult. However,
on the keyboard array, initial consonants, vowels, and final
consonants corresponding to chosung, joongsung, and
jongsung can be converted into the 26 characters of the
alphabet [12]. If this method is used, Korean-based pass-
words, for which security evaluation is difficult, can be
formed into an alphabet type dictionary. Password dictio-
naries converted to alphabets are used to predict the security
of passwords. Security is predicted by whether a word in the
Korean language-based password dictionary was used, like
the traditional zxcvbn, and the expected number of times it
takes to infer a password by combining numbers and special
characters based on the words in the dictionary. We confirm
this through experiments comparing the security prediction
reliability of the existing password evaluation model with the
Korean language-based password security evaluation model
proposed in this paper.

In Section 2 of this paper, we consider the importance of
password security evaluation and the existing password
evaluation models that are used and examine the tendencies
of non-English speakers when choosing passwords. Section
3 presents a Korean language-based password security
evaluation model, defines a password dictionary that will be
used in this model, and presents criteria for the evaluation
results. In Section 4, the data collection process and an
experiment are carried out to verify the effectiveness of the
evaluation model and the results are analyzed. Section 5
presents the conclusions.
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2. Related Research

2.1. Password Cracking Process and Method. In general, users
are classified by a process in which the user chooses and
registers a safe password and presents the same password
later to be authenticated, as shown in Figure 1. In
Figure 1(a), after the user chooses a password that is de-
termined to be safe, it is converted into a hash value by a
hashing algorithm and stored [13]. In such cases, since an
inverse function for a hashing algorithm does not exist, there
is the advantage that the original data cannot be inferred
from the transformed hash value [14]. Therefore, even if a
hacker acquires the hash values, the password chosen by the
user cannot be inferred. The user performs user authenti-
cation through Figure 1(b). If the hash values match, au-
thentication is accepted because they are identical
passwords, and if they do not match, authentication is
rejected.

Since hackers do not know the password chosen by the
user, they try every possible combination of cases for au-
thentication, as shown in Figure 1(c). At this time, if the hash
values do not match, the hacker fails to authenticate because
an incorrect password was entered, but if the hash values
match, successful authentication results. Hackers can crack
all passwords through a brute-force attack, which is basically
a method that involves trying all possible combinations of
strings [15]. However, since the number of possible com-
binations increases with respect to the length of the pass-
word, hackers can try different methods to crack the
password.

There is a method in which users take a word from the
dictionary and add, delete, or modify a few characters to
choose a password instead of using the word directly [16].
Since slightly modified strings made from words in dic-
tionaries are more likely to be chosen as passwords with this
method than completely randomly composed strings, it can
lead to reduced security effectiveness [17, 18]. Hackers can
exploit this by composing a word dictionary and attempting
to crack passwords by slightly modifying the words [19].
These methods are called dictionary attack and modified
dictionary attack, respectively, and this means that dictio-
nary-based words are more likely to be cracked than random
strings [20]. In addition, hackers try to crack more easily by
exploiting these vulnerabilities [20].

Hackers can use various threat models to crack pass-
words [21, 22]. For example, trawling guessing is a model
that notes that universal users are more likely to choose
commonly used words as passwords, and most password
security evaluations present an evaluation model for
trawling guessing. Targeted guessing is a method in which
data that take into account individual characteristics, such as
personally identifiable information (PII), are used for
cracking after the target subject is determined when guessing
a password. Online guessing is a model that attempts to
crack through the interface provided when using online
services. Offline guessing is a method in which the hacker
attempts to crack the target system directly [23]. In addition,
there is a threat model that obtains passwords directly from
the user, such as shoulder surfing. In this study, the threat
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FIGURE 1: Registration, authentication, and password cracking process.

model will be limited to trawling guessing because it is a
study of passwords commonly chosen by Korean language-
based speakers.

Since hackers can ultimately attempt cracking in a va-
riety of ways, choosing a password with high security after
fully understanding the password security guidelines is not
an easy task [24, 25]. Therefore, a password security model
that can proactively evaluate the security of a password that
will be used is needed.

2.2. Password Security Evaluation Models and Their Limits.
A password security evaluation model must take into ac-
count the tendencies of users to choose passwords to obtain
good predictive performance. Currently, the most popular
method is the one that reflects the requirements for the
number of uses of lowercase and uppercase letters, digits,
and symbols (LUDS), which assesses the complexity of
passwords by measuring the length, combination, and
continuity of uppercase characters, lowercase characters,
numbers, and special symbols [26]. The complexity of
passwords can take other conditions into account. One of
them is the effective character length. This is a password
security assessment method that considers the use of up-
percase letters, lowercase letters, numbers, and special
symbols to compose passwords [26]. For example, pass-
words consisting of only eight numbers have fewer possi-
bilities to consider compared with those with the same eight
characters that consist of uppercase characters, lowercase
characters, numbers, and special symbols. Therefore, ef-
fective character length is an indicator of the expected
number of attempts a hacker must make through a brute-
force attack before the password can be cracked.

However, neither LUDS requirements nor effective
character length take into account the tendencies of users
when they choose passwords. For example, the dictionary

word “password” and the randomly composed string
“kkpaudws” have the same security prediction score
according to LUDS requirements or effective character
length because each password consists of only eight low-
ercase characters that contain consecutive alphabet letters
“ss,” “kk.” However, given the fact that hackers are more
likely to attempt “password” first in a prior attack, it is
difficult to predict reliable security scores with the LUDS
requirements or effective character length.

Considering such a limitation, the zxcvbn password
security evaluation model that utilizes word dictionaries can
be applied for evaluation. A word dictionary consists of a list
of words that users are expected to use as passwords, as
shown in Table 1.

The zxcvbn model organizes a list of words in seven
categories. The dictionary consists of the 30,000 most
commonly used English words in Wikipedia, 30,000
American movies and TV programs, 30,000 commonly used
password statistics, and 35,494 American family names and
other names [27]. Furthermore, by adding a dictionary for
keyboard patterns, the possibility of users choosing a key-
board input-based password rather than a word-based
password, such as “qlw2e3r4,” is considered. Security is
predicted in five steps, 0 to 4, by combining word lists with
numbers and special symbols. According to existing studies,
when security was predicted for a list of frequently leaked
and low-security passwords with five different evaluation
models, only zxcvbn evaluated that the security was low for
all passwords on the list, displaying the best performance
[28].

However, since zxcvbn predicts security based on words
in word dictionaries, it is limited in evaluating the security of
words that are not in the dictionary. For example, although
American family names and other names, and American
movies and TV programs are predicted to have low security
because they are in the dictionary, names and words



TaBLE 1: List of English words used in the zxcvbn evaluation model.

List Number
English words in Wikipedia 30,000
American movies and TV programs 30,000
Frequently used passwords 30,000
Family names frequently used by Americans 30,000
Male names frequently used by Americans 1,219
Female names frequently used by Americans 4,275

Keyboard patterns —

frequently used by Koreans are predicted to be very secure.
Therefore, the existing zxcvbn lacks reliability to provide
password security for non-English speakers.

2.3. Password Selection Trends for Non-English-Speaking
Users. Since users must remember passwords, they are
influenced by their language environment. Existing studies
have shown that passwords leaked from English-speaking
and Czech-speaking users are different. When the security of
leaked Czech-language passwords was predicted using
existing evaluation models, there were cases in which they
were incorrectly evaluated to have excellent security [27].
This can be seen as an error caused by the existing model not
considering the Czech language environment. To address
this, a password security evaluation method that composed a
Czech-based password dictionary and applied it to the
zxcvbn evaluation model was proposed and resulted in
improving security [27]. The fact that the Czech words used
in this process are based on the Czech alphabet makes it easy
to merge with the existing password dictionary composed of
the English alphabet.

In comparison, the Korean language has a distinctive
language system that is different from the English alphabet
[29]. Figure 2(a) shows an example of combining chosung,
joongsung, and jongsung (initial consonant, vowel, and final
consonant) to form one Korean character. Chosung and
jongsung consist of 14 consonants and joongsung consists of
10 vowels. In addition, one character can be composed with
only chosung and jongsung as shown in Figure 2(b).

In the Korean language, words are a combination of
characters, which are composed of chosung, joongsung, and
jongsung. For example, “H|ZEZ”, the Korean word for
“password,” consists of the following 10 consonants and
vowels {H, |}, {A, |, 2} {H, 1, L} {&, +}. Com-
bining these consonants and vowels results in four char-
acters that combine to form the single word “H|Z¥ 3" In
contrast, each of the 26 uppercase characters and 26 low-
ercase characters in the alphabet is one character. From the
fact that words are composed of 52 characters, the Korean
language can be considered to be different from the language
system based on the alphabet. This means that existing
password dictionary composition methods cannot be ap-
plied to Korean password dictionaries.

In this regard, a novel dictionary composition method
for password security evaluation must be applied in an
independent language system rather than an alphabet-based
one. Therefore, in this study, a method of composing a
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Korean language-based password dictionary and a password
security evaluation model based on it is proposed.

3. Password Security Evaluation Model Based on
the Korean Language

3.1. Design of a Password Security Evaluation Model Based on
the Korean Language. The proposed Korean language-based
password security evaluation model predicts security using a
Korean password dictionary. As shown in Figure 3, the
model can be divided into two processes: the process to
separate the collected Korean word data and convert them
into alphabets to compose a password dictionary, and the
process to predict the security of the password chosen by the
user and provide the analysis results.

Figure 3(a) shows the process of collecting Korean word
data and building it into a password dictionary. In order to
convert them to alphabet-based words, each character is
separated into chosung, joongsung, and jongsung and each of
these are converted into an alphabet character. Words
converted to alphabet characters are then merged again and
used for composing the dictionary. In predicting the security
of passwords not only Korean language-based passwords but
also existing English alphabet-based passwords must be
considered. For example, since English passwords such as
“password,” “qlw2e3r4,” and “iloveyou” are frequently used
by non-English speakers as well as English speakers, existing
password dictionaries and Korean-based password dictio-
naries must be merged. This is why Korean language-based
passwords should be converted to alphabet-based
passwords.

Figure 3(b) shows the process of evaluating and pre-
dicting the security of a password chosen by a user using the
password dictionary that was composed by following the
process in Figure 3(a). For security predictions, the algo-
rithm for the zxcvbn evaluation model is used. However, if
numbers or special symbols are inserted between words, like
“pasl23word,” the security is predicted to be high in con-
ventional zxcvbn because it is determined that there are no
words that coincide with the dictionary. Considering this, a
process of extracting strings from user-selected passwords
and then comparing them with the dictionary is added.
Therefore, the password security prediction process must
evaluate the security of passwords using a merged dictionary
and verify whether they match the words in the dictionary.
The security level and security analysis are produced like this
and serve as a standard for determining the stability of
passwords. However, the performance of the evaluation
model can be influenced by how the password word dic-
tionary is built and by the criteria used during the evaluation
process.

3.2. Composition of Korean Language-Based Password Word
Dictionary. Password security evaluation models should
include passwords that are frequently used by Korean users.
This means adding names or words that are frequently used
by Koreans, like items 3, 4, and 5 in Table 2. Since English
words can also be used, the word dictionary used by the
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FIGURE 3: Korean language-based password security evaluation model.

existing evaluation model such as items 0, 1, and 2 in Table 2
are also included. Some research studies have found that
77.38% of passwords used are reused by users [30]. In ad-
dition, even if it is not reuse as is, there is a tendency to avoid
blacklists with slightly modifications [30, 31]. These pass-
words are targeted guessing threat model because individual
characteristics must be taken into account. However, in this
paper, it is more suitable for the trawling guessing model
than the targeted guessing model targeted to a specific in-
dividual because a large number of unspecified Korean
language speakers are targeted. Therefore, we configure the
items in Table 2 according to the trawling guessing threat
model.

3.3. Word Selection Criteria. The Korean words chosen in
this paper are based on data disclosed by the government of
the Republic of Korea, as shown in Table 3, and they were
taken from the statistical data of the system [32] registered in
the Korean court. Most are data of the most commonly used
names in Korea and names that were registered before and
after renaming, including ones that were registered at the
time of birth or adoption after 2008. The dictionary was
established by choosing the top 1,000 from each.

In addition, the most frequently used common noun
words in Korean are included in the dictionary, based on
classification by the National Institute of Korean Language

TaBLE 2: Password dictionary list based on the Korean language.

List
English words in Wikipedia
Frequently used passwords
Keyboard patterns
Male names frequently used by Koreans
Female names frequently used by Koreans
Noun words with high frequency in the Korean
language

Number

[S2 B NN I S ]

[33]. Of the 82,502, the top 13,785 with use frequency from
20 to 13,594 were selected and included in the dictionary.
Words with a frequency of less than 20, including slang, that
are not frequently used in everyday life were excluded from
the dictionary. Although words were selected through this
process, it is difficult to integrate and organize them in the
dictionary because English and Korean characters have
different structures. Therefore, a word conversion process is
needed.

3.4. Word Conversion Process. Unlike English words where
alphabet letters are written in a series, Korean words have a
structure that combines chosung, joongsung, and jongsung
(initial consonants, vowels, and final consonants) to make
one character. Therefore, Korean characters must be
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TaBLE 3: Word list based on the Korean language.

List Source Number

Male names frequently used by Koreans Ministry of Culture, Sport and Tourism 1,000

Female names frequently used by Koreans Ministry of Culture, Sport and Tourism 1,000

Noun words with high frequency in the Korean language National Institute of Korean Language 13,785

converted to the same structure as English so that they can
be managed consistently in the password word dictionary.
Figure 4 gives examples of the conversion process. The
words before conversion have a combined structure like “8F
=” (“Korea”) and “H|ZHE” (“password”). For “EH=,”
this means separating the chosung, joongsung, and jongsung
of each character and converting them into consonant or
vowel data like “&,” “ F,” “L.,” “71,” “7T,” and “71.” These
consonants and vowels can be made to correspond to al-
phabetical characters on keyboards. In other words, “&7 is
converted to “g” “ F” to “k,” and “L." to “s.”

This is the same keyboard array as the qwerty keyboard,
which is one of the standard keyboards in the United States
and consists of 26 keys that allow all alphabetic characters to
be entered. For the case of the Korean language, all con-
sonants and vowels can be entered with the same 26-
character keyboards, and most of them have an array that is
common in Korea. The reason the keyboard is used as the
standard is because most passwords are entered through the
keyboard.

Korean word data words converted to English letters
have no apparent meaning. For example, “Bt=" in Figure 4
means “Korea,” but it becomes “gksrnr” after going through
the conversion process and loses meaning. However, since
there is no “gksrnr” in the English dictionary, this is likely to
be predicted to be very secure when evaluated with existing
password security evaluation models. Therefore, considering
these limitations, conversion to alphabet-based words, and
composing by merging with the existing dictionary, may
result in better performance for security evaluation, and an
improved password evaluation method that reflects situa-
tions like this is also needed.

3.5. Improved Password Security Evaluation. The password
security evaluation based on the Korean language will be
improved by going through a two-step process. In the first
step, the zxcvbn evaluation method is used to predict se-
curity, and in the second step, the results of the analysis are
evaluated by verifying whether the word dictionary contains
the same word. The password security evaluation score is
calculated through this, and the evaluation index is shown in
Table 4.

Table 4 shows the security evaluation index and evalu-
ation criteria proposed in this paper. A 10-step security
evaluation score (2p+t) is obtained by segmenting the
zxcvbn evaluation score (p) with five steps into whether or
not there is a password dictionary match (f). The zxcvbn
evaluation score is a predictive value that diagnoses the
number of guess attempts up to a consistency evaluation
with a user-selected password by combining words, num-
bers, and special symbols in the dictionary. By determining
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whether it matches the dictionary, the password character
string that was not considered in the zxcvbn evaluation score
is supplemented.

For example, since “password” uses the word in the
dictionary as it is, it does not require a combination of
numbers and special symbols, resulting in a score of zero in
the zxcvbn evaluation. However, for “pas123sword@” in
Figure 5, it is predicted that more than 10' attempts are
needed to infer it, resulting in a score of 4 in the zxcvbn
evaluation. However, the zxcvbn evaluation does not take
into account the case in which a number or special symbol is
included. If the example “pas123sword@” is considered, it
can be separated into two characters, “pas” and “sword,”
with respect to the numbers “123”, each of which is a
meaningless string. In such a case, while a high score can be
obtained in the zxcvbn evaluation, it is less reliable because it
has the same evaluation score as a password composed of a
randomly chosen string.

That is why we need a second step to remove numbers
and special symbols from passwords to verify if a word that is
identical to the word dictionary is included. For example,
since “pas123sword@” contains the “password” string, it is
calculated to be 0 when the password dictionary matching
criteria are applied. However, in the second step,
“pasl23swort@” is calculated as 1 because there are no words
that match the dictionary. This means that although the
zxcvbn score is the same for both cases, there is a difference
in the process that verifies whether there is a match in the
password dictionary, resulting in a different security eval-
uation score. However, the matching score does not consider
“leetspeak.” This is a method of producing visually similar
character strings by replacing alphabet characters with
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TABLE 4: Password security evaluation index.

zxcvbn evaluation
score (p)

Security evaluation
score (2p +1)

Matching
score (t)

Password security evaluation criteria

(i) Evaluate consistency with a password that was chosen by combining a

0 True (0)

1 False (1)

word from the merged dictionary with numbers and special symbols
(attempted less than 10° times)

(ii) Matches the password dictionary

(i) Evaluate consistency with a password that was chosen by combining a
word from the merged dictionary with numbers and special symbols
(attempted less than 10° times)

(ii) Does not match the password dictionary
(i) Evaluate consistency with a password that was chosen by combining a

2 True (0)

3 False (1)

word from the merged dictionary with numbers and special symbols
(attempted less than 10° times)

(ii) Matches the password dictionary

(i) Evaluate consistency with a password that was chosen by combining a
word from the merged dictionary with numbers and special symbols
(attempted less than 10° times)

(ii) Does not match the password dictionary
(i) Evaluate consistency with a password that was chosen by combining a

4 True (0)

5 False (1)

word from the merged dictionary with numbers and special symbols
(attempted less than 10° times)

(if) Matches the password dictionary

(i) Evaluate consistency with a password that was chosen by combining a
word from the merged dictionary with numbers and special symbols
(attempted less than 10® times)

(ii) Does not match the password dictionary
(i) Evaluate consistency with a password that was chosen by combining a

6 True (0)

7 False (1)

word from the merged dictionary with numbers and special symbols
(attempted less than 10'° times)

(ii) Matches the password dictionary

(i) Evaluate consistency with a password that was chosen by combining a
word from the merged dictionary with numbers and special symbols
(attempted less than 10" times)

(ii) Does not match the password dictionary
(i) Evaluate consistency with a password that was chosen by combining a

8 True (0)

9 False (1)

word from the merged dictionary with numbers and special symbols
(attempted 10'° times or more)

(ii) Matches the password dictionary

(i) Evaluate consistency with a password that was chosen by combining a
word from the merged dictionary with numbers and special symbols
(attempted 10'® times or more)

(ii) Does not match the password dictionary

special symbols or numbers [7]. For example, the alphabet
character “0” can be replaced with the number “0” and the
alphabet character “I” with the number “1.” Passwords
replaced with leetspeak get a high security evaluation since
they are composed of a combination of alphabet characters,
numbers, and special symbols [7]. However, since the
matching score removes numbers and special symbols to
assess whether or not there is a match with words in the
dictionary, the alphabet characters replaced with leetspeak
may be removed and it may not be possible to extract words.
To solve this problem, we introduced the zxcvbn evaluation
score and proposed that it as an integrated model. The
zxcvbn method is a method that evaluates by combining
words in a dictionary with leetspeak [7].

The zxcvbn evaluation score and matching score are
obtained by using a Korean language-based password dic-
tionary. For example, if “Igksrnr123” is evaluated with the

existing model, security is evaluated to be high because it
uses words that are not included in the dictionary. However,
if a Korean language-based password dictionary is used, it is
judged as a word that is included in the dictionary and is
considered less secure. In other words, the zxcvbn evaluation
score and matching score are evaluated strictly for Korean
language-based passwords. In addition, since the matching
score only determines simply whether the password and
words in a dictionary match, the score drawn with the
zxcvbn evaluation score, which takes into consideration
capital letters, lowercase letters, numbers, special symbols,
and leetspeak altogether, can be weighted. Since the weight is
a value that is relative to the zxcvbn evaluation score and
matching score, only the weight for the zxcvbn evaluation
score is adjusted after setting the matching score as the norm
and fixing the weight for it to 1. For example, if the zxcvbn
evaluation score is given a weight that is less than 1 and less
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FIGURE 5: Password security prediction model based on Korean language.

than the weight for the matching score, whether the Korean
language-based word matches will be evaluated to be more
important than numbers, special symbols, and leetspeak. In
addition, if the weight is set to 2, the Korean language-based
words and numbers, special symbols, and leetspeak com-
binations are considered to be more important than whether
the word matches. Therefore, in this paper, the weight of the
zxcvbn evaluation score is set to a value that is double the
value of the matching score.

Figure 5 shows the process of predicting the security of a
password chosen by a user with the password security
evaluation index proposed in Table 4. The password dic-
tionary used as a criterion in the evaluation index is a Korean
language-based password dictionary merged with the
existing English word dictionary, and Table 2 is established
in advance by preprocessing the word list of Table 3 with the
process of Figure 4 for evaluation. The security evaluation
score in calculated by determining whether the returned
zxcvbn evaluation score matches the password dictionary,
and it is returned to the user to help determine the password.

To verify the effectiveness of the evaluation model that is
presented like this, the security of passwords must actually
be analyzed, and checking is needed to see if they were
leaked. Performance experiments that compare and evaluate
the improvement in accuracy of the prediction for pass-
words with low security compared to the existing model will
be conducted.

4. Experiment and Evaluation

4.1. Experiment Data. In this experiment, vulnerable pass-
words that were used for cracking will be used to determine
how low the resulting security outcome is when evaluated
with the proposed security evaluation index. In this

experiment, two types of data were used: a password dic-
tionary in which English and Korean were merged, and a list
of leaked passwords. Before using the data, a dictionary was
established after Korean words in Table 3 were converted into
alphabet-based words, and it was merged with the existing
English word dictionary. Figure 6 shows the password word
dictionary used in this experiment. (a) Shows the existing
English vocabulary dictionary, which corresponds to item 0 in
Table 2. One word is separated by a comma (,), and they were
used in the experiment as a set of meaningful words.

Figure 6(b) shows the word dictionary for Korean words
that were converted to alphabet-based words. Each word is
separated by a comma as in Figure 6(a). Unlike Figure 6(a),
however, each separated word has no meaning. For example,
“tkfka,” the first word in Figure 6(b), is the result of the
alphabetical conversion of “At&,” which means a human
being. By merging the dictionaries that are the criteria for
password security evaluation, both existing English pass-
words and Korean passwords were included.

For the collection of low-security passwords, the
established Korean word dictionary and database [34] of
leaked passwords were used. It was provided by “Have I Been
Pwned,” and it is data that is frequently used in other existing
research examples.

As suggested in Table 5, the most leaked lists used in this
experiment are the most common male and female names
used by Koreans. For male names, data for which 943 out of
1,000 were leaked was used in the experiment. For female
names, data for which 899 out of 1,000 were leaked was used.
In addition, for the list of frequently used noun words in
Korean, even words with a leakage rate of 53.21% out of
13,785 were used. By comparison, for strings composed of
four to 10 random characters, data with only 91 out of 10,000
leaked history were also used in the experiment.
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FIGURE 6: Merged password word dictionary for English (a) and converted Korean (b).
TaBLE 5: Leakage status and number of data for passwords based on Korean language that were used in the experiment.

List Number leaked Number not leaked Leakage rate (%) Total

Male names frequently used by Koreans 943 57 94.3 1,000

Female names frequently used by Koreans 899 101 89.9 1,000

Noun words with high frequency in the Korean language 7,335 6,450 53.21 13,785

Strings composed of four to 10 random characters 91 9,909 0.91 10,000

Sum of Korean-based passwords 9,177 6,608 58.13 15,785

In this experiment, a total of 9,177 leaked Korean-based
passwords were classified as low-security passwords and
used in performance evaluation experiments like this.

4.2. Experiment Environment. The latest (2020.11) version of
“Have I Been Pwned” was used for experimental data, the
leaked Korean language-based passwords were collected in a
Python 3.6.5 environment, and the experiment was carried
out with Selenium 3.141.0, Beautifulsoup 44.6.0, and
Chrome web browser version 89.0.4389.114.

In the experiment, the evaluation score must be calcu-
lated based on the evaluation index. This was carried out
with the evaluation program code that was implemented and
executed using the Node.js 14.15.3 framework. Note that the
implemented program code, the merged password dictio-
nary, and the experimental data can be found in Github [35].
The establishment of the merged dictionary for the evalu-
ation model used the inko 1.1.1 module to convert Korean
words to an alphabetical basis and zxcvbn version 4.4.2 to
produce security evaluation scores.

4.3. Experiment Results and Performance Evaluation. The
performance experiment for the password security evalua-
tion model confirmed that the security evaluation score
predicted by the model proposed in this study is reliable. The
evaluation criteria are the 9,177 low-security Korean lan-
guage-based passwords obtained in Section 4.1, and whether
the model yields security evaluation scores based on the
number of leaks was determined.

Table 6 shows the results of evaluation scores for
passwords with low security that were calculated by using
the proposed Korean language-based password security
evaluation model and the existing zxcvbn evaluation model.

For comparison, the security evaluation scores produced by
the proposed model were expressed in five steps. For the
leaked passwords, the proposed model evaluated most with
results that were classified as being weak or very weak for
security, and 53 were classified as being average. In addition,
there were three cases in which security was classified as
strong, and none were evaluated as being very secure.

However, for the existing zxcvbn evaluation model, 279
cases were evaluated to have strong security for the leaked
passwords, and 24 cases were evaluated to be very strong. This
poses a risk of allowing users to choose low-security pass-
words by evaluating them as very secure. In comparison, the
proposed model rated 23 of the 24 leaked passwords, which
had been evaluated to be very strong for security by the
existing model, as passwords with weak security, and one as
average. With results like this, the proposed model evaluated
the security to be weak for the leaked Korean language-based
passwords with an accuracy of 99.38%. Compared with the
existing model, which showed an accuracy of 80.06%, it can be
seen that the performance has been improved. Consequently,
existing evaluation models lack reliability in evaluating the
security of Korean language-based passwords, and it was
possible to verify the reliability of the Korean-based password
security evaluation model proposed in this paper.

The security evaluation score of the evaluation model
should be related to the actual number of password leaks
since it should show the security of the password chosen by
the user most intuitively. To confirm this, the number of
password leaks according to the security evaluation score
calculated in Table 6 was verified. The results are shown in
Figure 7.

Figure 7(a) shows the number of passwords leaked that
were predicted by the evaluation model proposed in this
paper. For the group that was evaluated to have very low
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TABLE 6: Security evaluation results of Korean language-based leaked passwords.

Evaluation model Security evaluation score Number
0~1 (very weak) 700
2~3 (weak) 8,421
Korean language-based password security evaluation model 4~5 (average) 53
6~7 (strong) 3
8~9 (very strong) 0
0 (very weak) 695
1 (weak) 6,653
Existing zxcvbn evaluation model 2 (average) 1,526
3 (strong) 279
4 (very strong) 24
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F1Gure 7: Number of password leaks based on security evaluation score. (a) Evaluation model proposed in this paper. (b) Existing evaluation

model.

security, there were passwords that were leaked more than
7,000 times, and most of the passwords that were leaked
more than 1,000 times were found here. In addition, for the
group that was evaluated to have low security, there were a
number of passwords that were leaked more than 1,000
times, although it was less than for those that were evaluated
to be very low in security. In comparison, for the group that
was evaluated to have normal or strong security, passwords
with very few leaks were included, and security was never
evaluated as very strong.

Figure 7(b) shows the number of passwords leaked
that was predicted by the existing evaluation model. For
the group that was evaluated to have very low or low
security, the evaluation results were shown to be similar
to the evaluation model in (a). However, there was a case
in which Korean language-based passwords that were
leaked more than 1,000 times were evaluated to be
moderate in security. We also confirmed that there were
more than 100 leaked passwords in the group that was
rated to have strong security, and there was a case in

which a leaked password was evaluated to have very
strong security.

The results of identifying passwords leaked less than 500
times to compare groups that rated security as normal,
strong, and very strong are shown in Figure 8. Figure 8(a)
shows the security evaluation score evaluated by the pro-
posed model, and it has a very small number of leaks in the
group that was evaluated to have normal security. For ex-
ample, the most leaked password was “Tkdenddl,” which
was converted from “‘4 & O[” meaning “twin,” and it was
leaked 29 times in total. Three passwords were classified in
the very secure group, and one, two, and seven leaks were
identified, respectively, which are very small numbers.

Figure 8(b) shows the security evaluation score evaluated
by the existing evaluation model. In the password group,
which was evaluated to be very secure, there was a password
with 94 leaks. In addition, 24 leaked passwords were
identified in groups that were evaluated to be very secure.

In this regard, it was confirmed that the password se-
curity evaluation model proposed in this paper evaluated
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Korean language-based passwords to have lower security
evaluation scores compared with the existing evaluation
model. In addition, when the security evaluation score
evaluated by the proposed evaluation model and the actual
number of passwords that had been leaked were verified,
there were passwords evaluated to be very weak or weak that
had been leaked 1,000 times or more. For the case in which
the security was evaluated to be normal, the number of times
a password had been leaked was less than 100, and it was less
than 10 for the case in which the security was evaluated to be
strong. These results showed that the proposed Korean
language-based password security evaluation model is more
reliable than the existing evaluation model and can provide
users with accurate security evaluation scores.

5. Conclusion

Protecting personal information through user authentica-
tion is an important part of the field of information security.
Most of all, for passwords, it is necessary to ensure proper
security while considering convenience, since passwords are
chosen by users. However, because existing password se-
curity evaluation models do not take into account the
tendencies of non-English language users when they choose
passwords, these models have limitations in security eval-
uation and security cannot be ensured when non-English
language users choose passwords.

Therefore, in this paper, a dictionary of Korean lan-
guage-based words, with a language system that is inde-
pendent even among non-English languages, was
composed by collecting Korean words and converting them
into an alphabet-based form. After merging this dictionary
with the password dictionary used for traditional English-
speaking user-based password security evaluation, an

evaluation model that predicts security was proposed. After
collecting low-security passwords using a database of
passwords that had been actually leaked, performance
evaluation experiments were conducted along with the
existing password security evaluation model. The results
confirmed that the proposed model is superior. Therefore,
if the Korean-based password security evaluation model is
put into actual service, it is expected that it can contribute
to having more security when users choose passwords. For
example, it can be used on a website like Google. When a
user changes their membership or password, if security
evaluation based on a password dictionary that matches the
language environment of the corresponding user is pro-
vided, it will be possible for the user to select a password
with stronger security.

In this study, however, it was assumed that hackers use
trawling guessing for a universal Korean language-based
password security evaluation model. Passwords or PII-based
passwords that are frequently reused by individual users
were not considered. For future research, if targeted guessing
attacks by hackers using PII-tag data such as name, birthday,
and mobile phone number are considered, it will be possible
to improve the performance of the password security
evaluation model.
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